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r1.Lt-L,lAtLUr1.t':l11 !}t-~ lA.Lrb ooo'oo~ n.~1ftlr1.t1t-l~~8~t-_tb!.1.r1.f;1t-~U~8]-U~r1.,(l.8~1.1.LfUfU»t-i~8~tLUt11W 
#'I " I I fl 

"'"' .. "',. ,,. "' 
%1.1. rn~1~r,t-n.Ut-~~n.1.1.LyLmm»t-~8~tLUt11W8~!.1. n.,t-O;:>.'.' n.~1ftl8L8~Lmm»t11wn.r; 1~11n.,¥1 Lmm,~mt 

rtLm~n._t,ULl!.~,~m,tt n.,t-~® n. t8Llf~tCrtn.Lt-L,lAtLUr1.t':l11L,lA~~t-8)!1LfUfU»~ ®®";!) 

yroa·+uawaJn)OJda'MMM~Q.in.~1n.u-it-~IJ11~t-L~U~fiJ,Q.rtWt-81l. ~Ut}8tlA.U~1gL~Lt~w;;tfl.£~81'.,~ 
I\ 

Lk!LtBM'ltLU£~;;~11 n,n,;;tn. t ~t L]' mLl~L,lA;;~11LRU~t-8)!18r1.IJ18]-rl.~~ (~) 

.. 



.. 
11fl1'1Jei-:ierd'Uim?t'Um1 mT'U vr-:id erd'Ui m?f'Uei~-:i n'111 hiirn'V15b~CJ n~ei-:iri1H~1CJV1~eiri1b~CJV11CJ1~., '11 n 

~ ~ I 

~'lVl1~ 

ct . (;']} n' ei 'U '1'l'U1l.l1wfryry1'1 ... -:ivi1~ei1'1t.h~ni11w n b ~ n ni 1u1~m~11fl1 

Bb~n'V11ffun~ V11nu11nn11i1m1n1~vi1viL-ff1~m~ru~~d'Wieib?t'Weivi'1J'W~n11uwm~11mV1~eivtlvi'~'Um1 
f1 ~ b~ ei niJ e.J'1u1~ LCJ'1Jtl ~ll.J n'W VI~ eiiJ '11'W 1vi' b~ CJnrnrd 'Wi ei b?t'Uei11 CJ5 'U VI~ ei-LJ ~'IJ11-:i m1bboii-:i-LJ''Uei~1-:i b U'U 

~ 

511l.J Vl~eJ?flJ CJellJ fl'U fl'\J erd'UoLJelb?f'Um1CJ5'U Vl~m41m!1vi1 'U n11b?f'Uel11fl1 Vl~v'1 ei11m~vl1n11'V1'1~~5'U 
~ ' 

1~ 1'Un11b?f'Uel11fl1 

ct . ~ V11nerd'Uoff m?t'Ueizj -:i b u'Uer u1~nei'Um1 SM Es b?t'Uei11fl1?1-:in1111m~01?1~ 
'\J " \J , 

'IJei-:i~d'Wim?t'Uei11CJ5''UVi
0

1l.l\n'W~eiCJ'1~ <9lo 1~~~ef ei~~~1-:in'\J~u1~nei'\Jm1 SMEs ~-:in'1°11 t~CJ~~ 
~ ~ 

b~ CJ -:i ~ 1 ~'\J erd'U off ei b?f'U eizj,:i b tJ 'Uer u1~ n v'\J m 1 SM Es zj -:i b?f 'U ei 11 m?t -:i n1111m~1?1 ~'IJB'l erd'Uoff ei b?f'U mi CJ5'U 
\J \J '\J , '\J 

hJbn'U~vCJ'1~ <9)0 vi'1~b~CJnlJ1vi1~ryry11:Wbn'U rn 11CJ 

erd 'Uoff ei b?t'Ueivi b lJ'Un '1m1~1l.Jri' 1-vi '1~ 1vi'~'V15mlJ111flV1i1-:i ~b'IY 1~1l.JA' 1'V1 m1CJ 
~ ~ ' 

,, ~I "• I 
'1~~el'lb u'Ue.J u1~neJ'\Jn11 SM Es 

~ 

vY-:id eru1~nei'\Jm1 SMEs vi'1~1vlbb1'i'l.lvieivi'1'U11fl1~1l.l111flVl,j'l '1~l'i'ei-:ii11-:ib~'U 
~ 

~ ry ry1?1~?1l.l~1l.luu~Vi'U11l.l n'U11 mvi b?f'Uv 1 'Wfl~-:idbb~l i1l;J'1fi111l.l n'U 1:W bn'Ul;J'1fi 1'1Jei-:i11CJ1v1~1l.l'IJ'W1~vi 
:ff'U'Vl~buCJ'U11n'U ?1?11 . 

ct.~ V11nerd'UoLJeJ b?f'U el 1vi' b?f'U el~?t~vi1vi'~'U n11~'\J1el'l bb'1~ Bel n bfl~ eJ'lVllJ1CJ~'U A 1vi 
~ , 

e.J~~mCJ1 'UU1~b'V11'11 'V1CJ (Made in Thailand) '11n?fmei~?f1Vlm1l.lbb~'lU1~ b 'V11'11 'V1CJ b?f'UeJ11fl1?f-:Jn1111m ' ~ 

~ 1?f ~'IJv'lerb?f'UeJ11fl111CJ 5'U 1:W bfl'U ~eJCJ'1 ~ ct 1 ~~ ~6ff ei~~41'l'11 nerd'Uoff m?f'Uvvi1vl~'\J m1fo1ei-:i bb'1 ~Bel n ' ~ ~ 

bfl~eJ'lVllJ1CJ~'UA1vie.J~~ mCJ 1 'Wu1~ b 'V11'11 'V1CJ (Made in Thai land) '11n?fmv~?f1Vlm1l.l bb ~'lU1~b'V11'11 'V1CJ 
' 

mruviiJ m1b?t'Um1fl1V1'11CJ11 CJ m1 bb'1 ~ n1V1'U~ b~ v'U 1 'IJ mTw'111 ru111m11l.l V11 n 

erd'UoLJelb?f'U el 1vi' b?f'U el~?! ~vi b U'U~?t~vie.J~ ~m CJ 1 'WU1~ b 'V1 l'1 vflvi'~'U n11~'\J1el'l bb'1 ~Bel mfl~eJ'lVllJ1CJ~'Url1vi e.J ~ ~ 
~ ' ' 
mCJ1 'UU1~b 'V11'11'V1CJ (Made in Thailand) '11n?fmei~?f1Vlm1l.lbb~'lUWb 'V11'11 'V1CJ i1~~'11'UlJ'1A1~'lbbvl~eJCJ'1~ ' ~ 

bo :ff 'U 1 u 1V!Lvlbbl'i'l.lviei1 'Wn11b?f'Um1fl1~1l.l111flVl,j'l 
eii1-:i V11n1'Un11b?f'Ueld1fl1fl~'l,r'U erd'UoLJelb?f'Um1CJ1~i1flru?fmJ&ivY-:ioffei ct . ~ bb'1~ 

~ ' 
off ei ct.~ 1 ~erd'Uoff m?t'Uei11CJJ'U 1vi'bbl'll.lviei 1 'Umdb?f'Uei11fl1?1-:in11erd'Uoff m?t'Uei11CJ5'U 1:W bn'U~ei CJ'1~ <9lct 

~ ~ ~ 

ct.<9lo V11n~d'Uoff m?f'Wvi -:ilJ1'1i~ u1~nei'\J m1 SM Es bbvl bU'U'\J flfl'1011l.l~1Vi° ~ei 
~ ~ ' 

~ty'ln&i1 'V1CJVI~ ffU &i'4 flfl'1vi ~~~ -:i:ff 'U ~1l.ln~Vll.l1CJ 1 'V1CJ b?f 'UeJ11fl1~-:i n1111m~1~ ~'IJei-:i~d'Uoff m?f'Ueizj,:i b U'U 

'4flfl'1011lJ~1viiJ1v1~ ei~ry'1J1&i1 'V1CJV1~ei-U&i'4flfl'1vi~~~-:i:ff 'U~1l.J n~V1lJ1CJ'IJei-:ivi1-:iu1~ b YJ1111:WLn'U~ei CJ'1 ~ rn 1 ~ 
~~6ff ei~ ~41-:i n'U'4fl fl'1511l.l~1vi~ ei~ ty'1J1&i1 'V1 CJVI~ ei-U &i'4 flfl'1 vi~ ~~-:i:ff 'U ~ 1l.l n~Vll.l1CJ1 Yl CJ~-:i n'111 

~d 'UoLJ m?f'U eiv1 b {] 'U ii '1md~ll.lA'1v1'1~1vi'~'V15mm11 flVl,j -:i ~ boLJ 1~1l.JA 1'V1 m1 CJ 
~ ~ ' 

'1~1'i'ei-:i b U'W'4 fl fl'1511l.lmvi~ ei~ ty'1J1&i1 'V1CJVl~eil1&i'4 fl fl'1vi~ ~~-:i:ff 'U~1l.l n~ Vim CJ 1 Yl CJ 

., 
b. m1vi1~ruru1~ei·1.m.1 ., ., 

b .C9l 1 'Wmruv1 er '1J'W~m1u1~m ~11fl1fa~ n'V11ffu n~ ?11m1ri?1° -:il.lv'\J~ -:i'IJei-:i1vi' 
~ 

fl1'U'11w11CJ 1 'W ct 1''Uvi1m1 urnbvi1''Wvivi1off ei~n'1-:i6ff ei ~-:iV11'~'1~'W'111ru1~~vi1off ei~n'1-:iblJ'UV1U'l~mb Yl'U 

m1vi1~ruru1mmb'\J'\J~ruru1~-:i1~'\J 1'Wiei <9l .rn n1vi' 
u u lllJ u , 

b.19 1 'Wmruv1 er '1J'U~m1u1~ mm1m8b~ n'V11ei-U n?t1l.l°?11l.l11ri'1-:il.lv'\J~ -:i'IJei-:i 1vi' 
~ 

m'U'11'U mCJ1'U ct 1''Wvi1m1 Vl~ei ~-:iV11~bi'.1'U111:W?tl.lm1~~vi1offei~n'1-:iblJ'UV1u-:i~ei ~1l.loLJeJ b.C9l ~'1J'U~m1 

u1~m~11m8b~n'V11ei-Un~'1~l'i'ei-:ivi1~ruru16ff ei'IJ1 CJml.lbb '\J'\J~ruru1~-:i1~'\J 1 'Wiei C9l.rn V1~eivi1off ei~n'1-:i b U'U 
"' u ti .., , 

V1u-:i~ei n'U~-:iV11'~.fl1CJ 1 'W C9lct 1'W u'Ut1~'11n1'Wvi1vi'~rnb4-:i bb'1~'1~l'i'ei-:i11-:iV1~nu1~n'U~fYfY1bll'U'11'U1'U b~'U 



~ 

L vi1nu~eJt1rt~ ct 'lleJ.:i':i1ri1r11~.:i'lleJ.:i~u':i~rn~':i1ri1fo~fl'Vl':ieJi1 fl?IL ~~.:ivi1~Ei~~eJ 111 'U'llru~v11'1qiqi1 t~t1 H 
vi~flU':i~n'UeJ~1.:ivi~.:ieJ~1.:i 1~111.:i~eJ 1 u-d 

((9)) b~'U?f~ 

(lv) b~ flVl~eJ~':i1vJvi Vi' 5'\.J 1 fl1"j b~'Ui .:i:il 1 ti ~\lb u '\.Jb~ fl'Vl~ eJ ~':i1vJvi rt \ll'UVi' Vi'1 'll b ~fl 
vi~eJ~':i1vJvhT'U'll'1':i~~m:il1vi1!1ffi 'U1'Uv11'1qiqi1 vi~eJrieJ'U1'UJ'U 1:WLn'U i;n 1'Uv11m':i 

(i;n) vitT.:i~eJrr1u':i~n'U'lleJ\ln'U1m':imt11 'Uu':i~ b '\11121 ~1:w~1eJ ~1.:i~ri~m~m~'tmnt1 
n1Vl'\.J~ 111.:i':i~u 1 'U.LJ'eJ (9).<i'. (lv) Vl~ff'il~LU'UVltJ\l~eJrr1u':i~ tl'UBL~ fl'Vl':ieJUfl~~1:w15m':i~m:wuru~flrt1.:in1vi'U~ ' ~ 

(Ci'.) VltJ\l~eJrr1U':i~tl'U'lJeJ\lU~<J'VlL~'U'Vl'U Vl~eJu~<J'VlL~'U'Vl'UVl~fl'Vl-r~tlffil'l-rueJ'UfiJ1~ 
'I 'I , v 

1 ~u':i~fleJun"iJ m':iL~'U'Vl'\.Jb ~ eJ m':i~1ru'lltl LLri~u':i~fleJun':in"ilrr1u':i~n'Um:wu':i~m121'lJeJ.:inmm':i Lb ~.:iu':i~ b 'Vl\21 
' ' 

1 'Vl ti m:W':i1 ti~ eJU~,;'VlL~'U'Vl 'UV]' 5'U1fl1':i Lb ~\lU':i~ b 'Vl 1211 'VlmL~ 'lLi tl'U1 ~'Vl':i1U fa ti eJ'U fa:w 1 vi1'5~1lJ~1eJ tl
0

1\l 
. ' ' 

vitT.:i~eJ rr1u':i~tl'U'lleJ\l5'\.J1fl1':i~flru~m':i:Wfl1':i'ULt1u1t1n1vi'U~ 111.:i':i~U1'U.LJ'eJ (9).<i'. (tv) 
' 

(ct) ~'Unu~':i-r\imrt 1 'Vlt1 
"' 

vi~flu':i~n'Ud"il~fi'U1~ t~t11:Wi'i~eJrn~t1n1t11'U (9)ct 1'U tTrn1~"iJ1fl1''U~er'll'U~fl1':i 
'IJ 

U':i~ m ~ ':i1m 8 L~ fl'Vl':iffU fl~ (~'ll1 t1) ~'U "il1fl.LJ'eJ e..i fl~'U~1:w'1 ru ru1~eJ'lJ1 mLiK1 
'-' 'V v llV 

vi« flu':i~rfod "il~fi'U 1~fat11:w'i'i ~eJ rn,1 t1 m:wer ~':i1'11'U'lleJ.:i~ "'~Vi'<! eJ~ .:i~.:ivi1~ 
11'i'fo:weJU HbLiK1 

1 II I Q. 

!rl. fl1lil1..:Jbb~~nTr'il1m..:i'U 

~.:ivi1 ~ '1~'11t1ri'1~ \l'lleJ\l~ .:i 1~ ':i1:wn1,;~rir11 L~ :w~ri eJ~"il'Uf\1,;m m5'U 1 LL rt~ 
r111 'If '11 t1vY.:iu1.:i~1tiLLiK11 ·1fo ri er~ 'U.LJ' eJ L?f'UeJVi'1~ -r u m':iri' ~ b~ eJ fl 1 ~ b u'Uer 'LJ1 ti b~ eJer 'LJ 1ti1~ '1 .:i:w eJu~ .:i'lJeJ.:i 11'1 

'IJ 'IJ 'IJ 

mu~1'U ~ 11.1 '1 qiqi1~eJ'lJ1 tlVl~eJ-UeJ ~ flrt\l L U'UVltJ\l~eJ LL rt ~~.:ivi1~ 1~~ ':i1"il fo:weJU\l 1'\.J~ \l'll eJ.:i L~ t1u ~eJ ti LLiK1 

c<:. er~':i1f'i1ui'u 

r11uf u ~ 11.lbL uu'1 qi qi1~eJ'lJ1 t1 LL 'UuVf 1 t1 LeJ fl ?11 ':iu ':i~ rn ~':i1m8 L~ fl 'Vl':iffU fl~d vi~eJ 
oLJeJ~flrt\l ~eJ'lJ1tlbU'UVli1'l~eJ 1~fi~ 1 'UeJ'm1~eJt1rt~ o .lvo 'lleJ\l':i1fl1rl1~\l'lleJ\l~EJ'l1:W1~fu:weJU~eJ1'U 

~. n1':i~uu':i~n'Ufl11~~1':i~un~~B..:i • 
~'ll'U~ fl1':iU':i~rn~':i1mfo~ fl'Vl':iffU fl~ zj.:i 11'i'v11'1ruru1~eJ'lJ1t1mlJbb uu 111.:i ':i~u 1 'U-U eJ 
'V v "' 'I 

(9), i;n Vl~eJv\'1-UeJ~ flrt.:ioff m U'UVli1'l~eJ LLiK1 Lb~ mru '1~111 eJ\lf UU':i~ tl'Ufl11:W'll'1':i~U fl~~eJ\l'lJeJ\l~\l'lJe:J\lVi'off eJ'lJ1 ti~ 
' 

Ln~~'Umt11'U':i~tl~ nm 1:W°l!e:it1fl11 (9) iJ tTu~~"il1fll'U~ ~.:ivi1~ 1~fo:we:iu~.:i'lleJ\l t~t111i'e:i.:i~u~~fl1':i61ie:ilJbL61J:W 
LLm'lJ 1m-tlm':i1l'i'~l11\lL~lJfl1tl1 'U (9)ct l'U tJU~~"il1fll'Uffi~)'-ru bb~\lfl11:W'll'1':i~Ufl~~eJ\l 

' 

U 41 d II d 
G> o. "IJB~..:J1'U~'V15 'Ufl1':itl'U"IJBL~'UBbb~~B'U 51 

(9)0 .(9) L~'Url1~?1~'1'1vi-ru fl1':i~e:Jfl~.:id 1vi':w1"il1 rn~'U\lUU':i~:w1ruL~'UU1':i\l (L~'U'Ue:Jfl 
' ' 

~1flri'1.:i) u':i~'1'1u.:iuu':i~:w1ru tvctb~ 

fl1':irt\l'U11.11 'U'1 ruru1"il~ m~v\'11~ ~· eJ b~ eJ~.:ivi1~1~1' ue:i'UlY~L~'Ur11~?1~"il1fl L~'U "'"" , , 
.:iuu':i~1.11rub~'Uu1':i.:i (b~'U'UeJfl~1flri'1.:i) U':i~'1'1ll.:iuu':i~1.11ru tvctb~ LLiK1Lvi1J'U 

' 



• 
C9>o .® b~v~-:ivrr~ 1~ri'~b~vn~d'Liim?l'LIB';i1tl 1~ 1 VlbU'U~'lJ1t1 bbm~ 1~1'ln~-:i~v~-:i'llv'l 

" " 
1'11l.ln1';ith:::m~';i1fl1Bb~n'Vl';iffUrnfa'11 '11~'lJ1ff'il:::l'i'v-:ii-:iV1~vt1'1~-:i'lJv-:i~-:in~11bi1m'11n~1-:ith:::b'VlPibb~::: 

" 
'lJ B -:iJ 'LI ii v-:it1'1boV1ii11~ tl'Vl1'lb~B1 'LI b~ 'U'Vl 1-:iVi'iJ b ~ B 1 'Vl ti b~'U B t1' bb~ :::?I 1l.J 1';iC11itJ~n1';if tJ'll'U 1rll.1'11l.J~ 

" 
1' ~l.J'Ul'l~11n1';im:::'Vl';i1'lfll.J'U1fll.lth:::n1Pl n 1Vl'U ~ ~d'Uiv b?l'U Bzj'l b U'U~'ll1 t1'1::: l?i'v-:itJ DtJ°1il'l 1lJ nf1Vll.J1 t111 ~1 ti 

cil \J \J d.J dJ ., 
I Cito Cito .:::ii CV .:::ii 

n1';i?l'lb?l';il.Jn1';i'Vfltu61Jtli.J11 ~'l'U 

(<9>) bb4 'l n1';ii '!VI~ vt1'1~ 'l'lJB'l~ 6ff B'lJ1tl~'ln~11bi1l.J1'11n~1-:itJ';i::: b 'VlPl ~B 
mm41vh mt11'LI llV 1'LI oJtJ~'lbb~1'LI~~'lJ1t1i-:i V1~B~B'lJB'l'11n~1-:itJ';i:::b'VlPi bl'Ubb~bU'U'llv-:i~1'~l.l'Ul'l~11m';i " ... 

m:::'Vl';i1'lf1l.l'U1f1l.ltJ';i:::mPit1mi''LI 1VltJ';i';i'Vln1~t1b~v5'U1~ , 
(®) ~~m';i1Vf~-:i'lJv-:i~sff v'lJ1t1~-:in~11tJ';i';j'Vln 1~m~B 1'Vlt1 Vl~m~v~ii~'Vl5 , 

b'lim~ t11nrn~B 1 'Vl t1 '11n~1-:itJ';i:::b 'VlPim Ei'-:itJ';i:::b 'VlPi1 'Vltl bl'U bb~'1::: 1~1'tJB'U ru11'1'11nmm41vh 1 VltJ';i';i'Vl n , " ' 
~ 'l'llv'ltT'U 1~m~v5'LI~ii1-db~B 1 'Vl t1 zj-:i'1:::1'i' v-:i 1~ftJ v'Uru11'lbimTmfo'UtJ';i';j'Vln'lJB'l~'l b~B~'U Vl~m \J'U'lJB'l~ '" , 
1'~l.l'Ul'l ~11 n1';im:::'Vl';i1 -:iriii'U1 ril.ltJ';i::: mPi t1nbl'U1VltJ';i';i'Vln1~ t1b~B5'U ... , 

(rn) 1'Limru~hitJ5u~l'l1ii (<9>) Vl~v (®) ~'lJ1t1'1:::~v-:i1'tJ~~miin~V1mt1 
11~1t1 m';i?i-:ib?1~l.lmwnru61Jt1m1 

C9>o.rn ~d'Ui m?l'Uvzj-:i~-:iVl1~ 1~ri'~b~Bmb'11 1,J1 tJvh~t1Jt1J1Vl~Bivl'ln~-:isff v b U'U 

VILJ'l~Bfl1tl 1 i.Jb1m~ n1Vl'U~ ~'l';i:::tJ 11l'Liiv b. ~'lVl'J~'1:::~tJVl~ntJ';i:::tl'Un1';id'Uim?l'UB Vl~elb~tln~B'l'11n~ 
' " 

vvnV1oJ-:i~v~1tJ';i::: n'LI m';id'Uim?l'U vYf'LIV1 bb~:::m'1Yl'11';itu1 b~tl n~v-:i 1Vf61l~1-ff m1iib~t1V11t15'U ('11ii) ';i1l.l~'l 
'1~Yl'11';iru11 Vf b U'U~vl-:i-:i1'U 1'11l.l';i::: b ut1tJm:::'Vl';i1'ln1';if1~-:i11~1 t1n1';i~~~B~~41-:i bb~::: n1';itJ~V11Tw?1~mri1'~ 

" ' .. 
C9>o.<i'. ~-:iV11'~?1-:i1'U~'Vl~~'1:::bbnl'll b ~m~m~B'U 1'll V1~vivn1V1'U~ 1 'Ubb tJU~t!J t1J1Vl~B 

ivl'ln~-:i~m U'UVILJ'l~B 1VfbU'U1 tJmiim1l.l b i1'LI'llv-:i~1oJ n-:i1'UeJt1 n1';i?l'l?I~ ('11ii) 
" ' 

<9>o.cr 1'Limru~bvn?11';ibb'UtJYf1mvn?11';itJ';i:::mm1rnBb~n'Vl';iv-UrnHf :Wm1ii-U~ 
Vl~elbb~'l fl'U ~d'Ui m?l'UB'1 :::l'i' v-:itJ nu~l'l1l.Jfl1llJ'1Utl'lJB'l~'lVl1 ~ r\'11 lJ'1U tl~'l n~111 Vf~m U'U~?I~ bb~::: ~d'U 

\J d.J , \J 

im?l'LIB 1,Jii~'Vl5b~t1n~v-:irh H~1t11~ 1 b ~l.l b~l.l 
(9)0.-.:, ~-:iV11~m'1tJ';i:::mPit1m~nm';i~~sff v1'Umru~v1tJtf1~1~t1~~d'Liim?1'LIB 

'1:::b~t1n~v-:ir11b~t1V11t11~1 '11n~-:iVl1~ 1,J1~ 

(<9>) ~-:iVl1~ 1ii 1~fom';j~~?\';i';ibl'LI~'1::: 1-lil 'Un1';i~~~BVl~vffirJl.1'tJ~~?\';i';ibb~ 
1,Jb Ylt1'lYlB~'1:::V'hn1';i~~~Bfl~'ltf ~v 1 tJ 

(®) :Wm';im:::vh~bi1~n~ru:::~d'Uivb?l'UB~61J'U:::m';i~~~BVl~vffi~1'um';i 
" 

ri'~b~Bn :W~~tJ';idt161Jtl~1iin'U V1~v:W?i1'U 1rJl.b~ t1ntJ~ti'Ui m?1'Uv';i1t1~'LI Vl~v-U ~'ll11-:im';ibb"li-:i-U'Uv ~1-:i b U'LI 
" 

o';i';il.l V1~B?ll.lt1Bl.ln'LintJ~d'Liim?1'Uv';i1t15'LI V1~m41wu1~1'Um';ib?l'Um1ri1 Vl~v?iv11m:::v11m';i'Vl'1~1'15'U 
" ' 

1~1'Un1';ib?l'Um1rn 

(rn) n1';ivl1n1';i~~~vri~-:id~v 1tJm'1nv1 Vf bn~m1l.lb~t1V11mbn~-:iV11~ Vl~B 
m:::'VltJ~vtJ';i::: fo61Jtl?1101';iru::: 

(Ci'.) m ri!B' 'LI 1 'LI 'Vl
0

1'U B'l b~ tl1 rltJ ( <9>) (®) VI~ B (rn) l'l 1lJVi
0

n°1Vl'U~1 'LI 

n~m:::'Vl';i1'l zj-:ivvnl'l1l.lri11l.l1'Lin~V1l.l1t111~1t1mT·~,~~B~~41-:ibb~:::m';itJ~V11';ioW?l~.fl1ri1'j1 
1.1.aii 11 I.I ~ I ' I CV CV <di I.I 

(9)0 .IJV ~ tl'U'lJB b?l'U B'1::: l'l B'l b~ B n·im-:i Yl1'l n1';iB'Vl5';it\.l bb~ :::61JB'l'Vl 1'! n1';i';itJVl'U'l ?IB bb '1 'l " , 
l'lBtJ~~ n1';iYl '11';it\.!1B'Vl5';itu11 r}-:i bb1'1°.ff 'Ul'lB'U n1';i ti 'Ui B b?l'UB bb~:::V11 n~ti 'Ui B b?l'U vii f111l.JtJ';i:::?\'lrl~ '1::: , " 
B'Vl5';inJ~~ n1';itJ ';i::: n 1Pl~61J'U::: m ';j~ ~~B ~ ~41-:i '1::: I?) B'l d'U B'Vl5';inJ bb~:::1'tJVILJ'l~B bb4'l l'l BtJ m 'j"Yl'11';i ru1B'Vl5';inJ 

, \J , , 

~1'LI-dv-:i'Vl1-:iffil'lb~Bn Hb vhi!'LI 



• 
@@. nT';itl~u&1~11:un£JV1:U1mb~::";i::b uvu 

1'LI';i~'Vi1°1~ 'j ~CJ~ b 1~ 1 fl1 ';i;ff eJ ~d 'Ueif eJ b'1'U e:iYi°1iJ f LJ fl1 ';irl VI b~ eJ fl 1~bU'U~'lJ1 CJ~ eJ~ 
~ ~ 

tJi)u1i ~11:1.J'Vi~fl bflf.1Jsrl~fl!J'Vi1l1CJ bb~~';i~b Um.J 1\1ln1'Vi'UVI 111VI CJbrl~~Af VI 

@I!:>. m";itl";i:aih..ie-.i~m";itl~u&l-:nu"lleN~tl";i::nvum";i 

"5'~ 'Vii' VI '111J1'j ml 1e.J ~fl 1 ';iU iJ LT&\~ 1'U bb~ 1b'1~'1~1 ll ~ ~ ~1 'lJ e:i ~ ~d 'LI .if e:i b'1'U e:i~1il f u 

fl1'jflVI b~eJ fl 1 ~b U'Uer'lJ1CJ b ~ffU1lJ11.h~ blJ'Ue.J~fl1'jU nu1i~1'U'lJeJ~ ~U'j~flfflJfl1'j 
~ ':..J ~ 

~~,1' 'Vi1 fl erd'Ueif e:J b'1'Ue:J~1\1lfo fl1'j fl VI b~ eJ fl hJeJi'Ubfl f.1Jsvl~ n 1'Vi'UVI '1 ~ '1 m ~ ~'lJ fl1 'j d'U 
~ ~ 

im'1'Ue:i'Vi~e:ivi'1~~~1nu..a'~'Vi1'V1 H-&1ri';i11 



.. 
I .c::t .::=I CV 

11.:i11£J6'l~beJE.J~"lleJ.:i.:i1u/ 11£J6'l~beJE.J~flru6'lrn~H1.1~bucw1~ 
q 

(Terms of Reference : TOR) 

'tJ~ b tl':ibbn':i:UUeJ'1tl'Ll11~6i ~1'U1'U <0>,o oo 'tJ~ • • 

CO) . m1:ubtlu:u1 

h·n·rn1u1'1'1°1't.h:i 11K'1viv1'1bbt:.1'Un1''j'1vi.ff vi'M1vY1 hJ th~lii1lJ ~ctbc;i V1lJ1vii'?tviflvlJ~1 blPlv{ 
' ' 

') 1 Em 1 ') vi c:i' ~ 1 ~ l \I \J 'U th ~ lJ 1 ru 1 'LI n 1 ') "il., vi ef v 'll vi 1 tl ') bb n ') lJ u v \I n"' 'U 11 ') ... ?f "il
0

1 'U 1 'U C9l , o o o 'll vi 
' ' 

1\Jb~'U "1100,000.00 'U1'Vl (b~V!bb?f'U'U1'Vl~Tu) uviif h.:ivrn1u1'1'1°1tl1.:iiJ'm1lJ'11bU'U"il~l'i'v.:i'1vi.ff v1?t~ 
~.:in '1°11 b -w· vb -w· v \Pl

0

vv1 EJ ~ "Ui1'Vlefm"j1i.:i1'U 1 tJ ') bbmlJ antivirus ?1°1wru b fl~· v .:i bblJ0 'l.l0 1EJflvlJ~1 b\Pl v { 
' 

~ ' 
~fl~bfl"jv\Jfln'l.l1EJ 

'lJ 

kl. 1'tilt1tl':i~6i'1f'i • 
i1 "il"iJU'\.J"j~'LJ'U bfl~ v'li 1EJ flvlJ~ 1 b\Pl v{ 11K b .U1miJU'Vl'U1'Vl tl'U n1')vl 1.:i1'U'l.l v .:i b '11V1t! 1vl bbfl ~u fl'11 m ' , 

'l.lv\J'Vl1\J L ')\JYm 1u1'1mn;ff 'W bbfl~b ,j e:i.:i"il1n1 'W?tm'Wm')rui1"il"ilU'U 1~iJ b Vl\Pl m')run1')bb vdm~"il1 EJ'l.lv.:i virus 
' ' 

'Vl1\J"j~'LJ'Ubfl~v'li1EJflvlJ'W1 b\Plv{ ')1lJ 1 tJfi.:i n1') b"illJ~-U'v:1.m 1 'LI')Ubb uul'i1.:i., "il1 nt:.1'1:W'IJ"j~?f.:ir-1~ 
" " I " 

bi'.!v .:ilK1EJ ~'l.l~'Vlt1tJ')bbmlJ Antivirus 'l.lv\Jb')\JVW1'U1'1'1°1'\.J1.:i 1~VllJV!V1EJn1')1'1i'.:i1'Ubb~1 ~.:i-d' 
' 

b ~ m U'Un1')'\.Jnu v.:i.U eJlJflVl° ?1°1ri' ru bbfl~U v.:in'U n1')bb ~~m~"iJ1 EJ'l.leJ\J virus 1 'LI"j~'LJ'Ubfl~ v'l.l0 1EJfleJlJ~1 b\Pl v{ 
'lJ ... 

'l.lv\J'Vl1\J h.:i~EJ1'U1'1 ~.:i'11bll'Ul'i'v.:il'ive:nEJ~'l.l~'VlB1 U')bbm:w Anti virus \91v1 tJ b ~v 1 ~'Vl1\J h.:i~EJ1'U1'1?11lJ1')fl 
' 

W.:i1'U1~1'im~v.:i , 
CV.c::t. lldl 

m. fH1.!6i:U\Jt'l"lleJ'1e-Jtl'U"lJBb6i'l.,!eJ 
• 'lJ 

i;n. C9) :Wm1:w?11lJ1')'1\Pl 1:w n-!;JV!lJ1 EJ 
~ '~I ,, 

i;n.~ blJbu'U'lJflflflfl:Wfl~(llEJ , 
mi;n 1:Wvd"j~V111.:ib~nn"iJm"j 

'lJ 

i;n.c:i' 1:W bu 'WU fl fl fl~ .:ivd "j~V111.:i'1 m~fom"j~ 'UoLJ m?f'Wv'Vl~vv1'1~ ruru1nuV1ii1EJ\11'U'l.lv~f1511 i1fl ')11 
, \I \I Cl.I llJ d.s 

b ,j eJ\J"il1n b U'Uer Vl°1:W t:-1°1'Ubnrusvf n1')U"j~ biJ'Ut:-Jfl n1')Ufl u&l \11'\.J'l.Jv\Jer U')~ nv'lJ n1')(Pl1lJ"j~ bu EJ'lJVl° f 15:W'UIPl~11 n1') 
\I ~ \I d.I 

m~'Vl')1\Jn1')fli;l.:in1V1'UV1\Pl1:wvl'IJ"j~n11"1bt:.1mb~')L'U')~'lJ'lJbfl~v'li1EJ?f1')?f'Ub'Vll"l'l.lv\JmlJu~~nm.:i 
i;n.ct 1:W bu 'Wu fl fl(!~ .:i '1fi"j~u~v111 'WU ru:t1')1 EJ~ v ervf .:i.:i1'Ubbfl ~ 1IKbb'1.:ib1EJ'U~v1 ~bu 'Uer vf .:i.:i1'U"Uv.:i 

'I \I 'I " \I \I 

Vl'U
0

1EJ\11'U'l.JeJ\lf 151 'W"j~'lJ'lJ bfl~v'li 1EJ?f1"j?f'\.J b 'Vll"l'l.Jv\J ml.JU ru~nfl 1\1 ~ \J"j1lJii.:iiJ &Ju fl fl(! YI ervf .:i.:i 1'\.J b U'U~'U ~1'\.J 
d.I " 'I \I 'I 

~~vim') m')lJn1"j~~vim"j ~u~V11') ~:Wrl1'U1"il 1 'Wm')~1b iJ'U.:i1'U 1 'Un"il m')'l.Jv.:iiJ~uflflmT'U~1 EJ 
\I \I \I \I 'I 

i;n. b iJ fl ru?tlJu"'~ bbfl~ 1:w' iJ ~ n~ru~ l'i' v.:i~ 1lJ mlJVi
0 

flru~ m"j:w m "j'\.J fou 1 EJ n1')"il ... vi.ff v'1 vi'11.:i bbfl ~ 
. ' 

n1')'lJ~Vl1"j~?f vimflf 15n1V1'UV! 1 'LI')1'llfl"il"il1'Ub u n~1 ' ... , 
i;n."11 b U'U'lJ fl fl(l i)"j"jlJV!lVI~ BU ~'lJ fl fl(! eriJ e:n:t1~ 1 ~'IJ1 EJ~ ?tviVl° th~ mm1fl 1.ff v~ 1 EJlBU"j ~ n'JV!"j1fl1 

, 'I \I 'I 

.c:ii.d Q 'QJ t 

mfln'Vl')v'Un?tvi.:inm1 

i;n.c;i hh u'UeriJ't:.1fl'IJ"j~ fo'l!tl ~1lJn'Wnuer~'U-U'v b?t 'Uv')1EJ5'UVl° b .U1~'U-U'v b?t'U v 1 ~bbn'1.:iV11'vici'1tJ1.:i ru 
'lJ 'lJ 

1'U'\.J')~n11"1U')~mm1mBb~ n'Vl')eJU n~ Vl~v hib U'U~m~vhm"jeJ'\.J b U'Un1')oVV!'l.l11.:i n1')bb oLJ\JoV'UeJ d 1.:i b U'\.J5"j"jlJ 

1'Wn1') '\.J"j~ mvi ')1 mB b~ n'Vl ')eJU n ~ flf .:i-d' 

'w;v 
o · 

Co'( 

'lJ 

;: r <tj · . 
< 

\ VM\/l.•· 

('U1m V1m1'll ?f'l.l~'UB) ('U1.:i?111iJ.:i"U1ru bbtl1v')ru) ('U1EJi~EJ~ b 'l.l\Pll'VlEJ) 
'I , Cl.I 'I 

'U1mb~'Vl~'ll1m~m')'Wbl"1~ 'Llni'll1m')flv:w'W1b1Plv{tJijiJ~m"j 'Llni'll1m')flvlJoW1blPlv{tJiju11m"j 



.· 

·. 
- iv -

rn.ri hi b ll'Lit:-i'1~~u bel n~YIBV1~elm1llri' lln'LI ~\lm\JtJn b~u hJ flelll~'UP11'11 YI fl b 1'Libbv1 ~:ou1'1'Uel\lerd'LI 
~ , ~ ~ ~ 

.LJm~'Liel 1~i1r11i\l 1 iX~'1~ bel n~Y1Bm1lJAlJfl'Ub ~'LI11J'U 
' 

rn.mo erd'LI-LJ'm~'Liel~d'LI-LJ'm~'Liel 1 'LI1tJ bb uu'Uel\I "fl\! m1~1 ll ri'1" tilel'li1flru~llu~ ~\Id 
\J \J ' 

(m) m1n1V1'U\il~\il~1'LI 1 'Lin11b .LJ1~1lJA1'Uel\lrl~ruru1 
\J ...... 

mru~ oLJ el(?) n'1\l "1 n°1Vl'U\il 1,Xt:JboLJ11°1lJrl 111fl1m1 fl Viii \I b lJ 'Ut:J b oLJ 11°1lJ rl 1 VI~ n 
\J \J 

oLJel(?l n'1\l "1 \!~Iii' el\li1 m1n1V1'U\il~ \il~1'Limi'1~ bb'1~f'l11llfu ~\il"11el'U 1 mHmru\11'LI ~ \l'Uel\IVl~ell.1'1 r11 (?)1lJ~ruru1 
\J ., ... 

tit.I I ti CV l l/1./1 ti .d 
'Uel\lt:-i b 'U111lJfl1V!'1 nmn m1t:-1 b 'U111:Wfl111flel'LI'Vlm1fl 

\J \J ' 

(Iv) mru~ oLJ el(?) n'1\l "1 rl1V!'U\il 1 ,X erb oLJ1~1:Wrl111fl 1m1 flVl,j \I b U 'Uer b oLJ 1~1:Wrl 1V!~ n n '1 n11 
\J \J 

~1:wf11J'U Iii' el\11oift:-i'1\l1'U'Uel\I erb .LJ1 ~1:w f11V1~ m1 fl b~ fl1 bu 'Ut:-1'1\11'U'Uel\I n '1 m1~1:wri'1~ d'U-LJ'el b~'U el 
\J 

611V1 f u.LJ el(?) n'1\l "1 ~hit~ n 1V!'U\il 1,xerb.LJ1~1:Wrl 111fl1\il b lJ 'Uerb .LJ 1~1:Wrl 1Vl'1 n er b oLJ 1 
\J \J \J 

~1:WA1'Vlm1fl'1~1ilel\li1flru~:wu~fl1utl1'Um:wb~el'LI 1 'U~ n1V1'U\il 11l 'Libel n~11b ~ru"111'U 
' ' ... 

(rn) m1d'LI-LJ'm~'Uel'Uel\lfl\lm1~1:wri'1 
(rn. m) m ru Vl

0 

if el(?) n '1 \I "1 n 1V!'U \il hXiJ n1'j:wel'UV!:W1flt:Jb'IT1~1:wrl111fl1m 1 fl'Vf'li \I 
\J 

b u'Uerd'U-LJ'm~'Uel 1'LI'LI1:w fl\) m1~1:wf11 m1 d'Uiel b~'LI el ~\I mh1 hJ Iii' el\liJVltT\I ~el:weluB' 1'U 1'1 
\J 

611V1fuiel(?ln'1\l 1 vfw1~n1V1'U\il 1 iXerb .LJ1~1:wri'111fl1\il b u'Lierd'Liim~'U el er b if 1~1:wri'1 
\J \J \J 

'VI m1 fl\! ~vi' el\I '1\1mfliJelfJ°el1 'LIVltJ\I ~el :Wel u ri'1'LI 1 '11iXt:Jb.LJ1~1:w ri' 111fl1m1 fl V1tr \I b lJ 'Ut:Jti 'UoLJ el b~'LI el 1'LI'LI1 :w 
' \J \J ., ' ,, 

n\lm111lJfl1 

(rn.tv) n11EJ1 'UoLJelb~'Lielil1fl15'th~m\il11fl1Bb~n'Vl1el't1ni (e - bidding) 

1~erb'IT1J0 1:Wrl 1V1°1il f u lJel'UVl:W 1 fl VI~ el:Wel'U el1'U 1'1(?)1:WoLJ el (rn. m) \il
0

1b'11'LIn11.f el b el n ~1 'JU 'j~ n1\il'j1fl1 
\J 

..::it. d Clio ' c::ii.dc::il 0 I x d ti 

m'1n'Vl1el'Un~ mru'Vl:wm1'11V1'U1melmn161fel'V!1el'11\I 

(,Tl, mm er~ 'LI .LJ eJbi:l'U el Iii' el\1'1 \l'Vl~ b tJv'U 1 'LI 'j~'lJ'Ulii' \il.ff ellii' \il'11\l .ll 1flf:oil1 fl B b~ n 'VI 'jffU n ~ (Electronic 
\J ~ 

Government Procurement: e - GP) 'Uel\ln1:WUqJ;gnm\I 
.id QJ OJ d 0 Q u ~ d d 0 Q QJ ,g 

a:. ':i1£m:: beJ E.J\il fl! ru ~n ~ru:: b\l w1 ::"!JeJ\lW6'1 \il'Vl'1 ::\il1 b 'U'U m ':i'1 \il6lfeJ 'Vl':ieJ "!JeJ'U b "lJ lileJ .:i.:i1 'U'VI '1::\il1 b 'U'U m ':i '1\il6lfeJ • • 
ci'..wi b'lhbbn':i:IJ Anti Virus ri1'Vl i''Ubfll~eJ\lflleJ:IJ~'Jb(?leJ1~mhE.J (Clients) 1i\'1'U'J'U wi, oo o "lJ\il 

'II • 

ci'.. m. m b lJ 'LI 1tJ1bbn1:w u el\I n'U 11 fa~ ~tTu ~~'LI n 11vl' 1\l 1'LI'U 'LI 1~ uu tJ B t!~ n 11~\Iv1el1 tJ d 

Microsoft Windows mo/ mm 1~b U'Uel~1\11i'elfl 

ci'..m.lv ~tJ'U'1~'lm11vl'1\11'U'U'U1~'lJ'UtJfiu~ni1 Microsoft Windows Server bomb/ 

Server lvomri/Server bolvb 1~b U'Uel~1\11i'elfl 

ci'..m .rn ~1lJ11fl'Uel\lrl'U Malware (?)0 1.:i11~bb'U'U Proactive ~\11ilbbrl Viruses, Spyware, 

T rojan,Worms, Ad ware bb~~ Rootkits b\ilfl bJ-rr\il'U11\lU1~~'Vl6.111~'Uel\l'J~'U'Ubb'1~1'Um'UflellJYl1 b(?leJ{ 

ci'. .m.ci'. ~1lJ11t:1UeJ\lrl'Ubb'1~fi1'1\il Malware (?1°1\l 11ili-:ibb'U'U Real-time file system 

protection bb'1~bb'U'U On-demand computer scan 

ci'.. m. ct (?111 '1'1el'U b\il flel1Plflm1eJ' 1-:i B \l '11 n ~1'U .U m.imb uu Signatures brn ~lil11'1'1 eJ'U b\il tJ 

eJ1Plfl n11lbAJ1~1'1~()~n11:Wbb'U'U Heuristics, Advanced Heurist ics bb'1~ Machine Learnin 

ci'..m.b 1:11m11:1m1'1'1'U Potentially Unwanted Applications bb'1~ Potentially Unsafe 

Applications 1~ 

('LI1mV1:w11"11 '1'U~'U5) ('U1-:i1:111ii-:i'U1ru bbn1mru) ('LI1fli~fl~ b'Ulili'Vltl) 
, "I "' , 

'LI1mb ~ 'VI ~'111'U1 qJm1Ylbf"l~ tTni"111m1flel:WYl1 blilelftJ5Uim1 tTni"111 m1flel:WYl1 blilelftJ5u~m1 



·. 
- rn -

HTIP,HTIPS, POPrn, POPrnS, IMAP bbrt~ IMAPS 
" 

cs:'..C9l.~ G'f11J1'H1m1'1~UJlCJflflfl11Jt: . .iTu Media ~-:i-U Local Drives, Removable Media, 
' 

Networks Drives 

CS:.C9l.ri :Wwuuu(?)~'l.Jfl1"j h11m(?)CJ1.ff'lim 1V1J°'IJeM1 tbbbmlJtl"j~~fl~ (Exploit Blocker) 

cs:. C9l. C9l o lJ' "j ~ u u Host Intrusion Prevention System bbrt ~ "j ~ u u Self-defense b v:l B 

UB'ltl'UJlCJflflfl11J hlJ~"j~UU 1~ 
' 

cs:.(9).(9)(9) G'f1111"j(l~-:ir11"j~m.J1'U 1 'Ufl1"j~ Bri fl1"j~-:iri11tJ"jbbm111~ b ~BuB-:i n'Uuri rirtv1hi1~·ru 
' 

CS:. C9l. C9llv G'f 1111"j(l1°11Uflllfl1"j1 'Ii' '11'U B tJ fl"j ru ¢ '1B(?)boLJ1BBfl1~ 1(11CJG'f1111 "j m~U tJ "j~ b.fl 'Vl, 
' ' ' 

Vlll 1 CJ brt 'IJ B tJ fl "j ru bbrt ~ fl0 1Vl'U (?) ~ 'Vl t 1°11111G'f1111"j'1Vi
0 

i:JL 'Ii' ({ 1111"j(lboLJ1ii'Ibbrt~fl1"j'VJ01'I1'U nu B tJ fl "j ru v1 
' " ' 0 

fl1Vl'U(?) 

CS:. (9). (9) rn l1 bfl ~· B'll1B1'Ufl1 "jl'J "j1'1G'fBu-VB1J '1 'IJ B'I bfl~· B 'I fl B ll~ 1 bl'l B { b'u' 'U Drivers, 
" 

Applications, Network Connection, Registry "j11J ii 'I fl1"jU"j~ biJ'UA111J b~ CJ'l'IJB'I bb\?1°'1~ Components 

BCJ 1'U1 tJ"j bbm11uB-:in'U 111'mB-:i b ~Bfl1"ji bm1~"1.LJB11rt 1~ 
" " 

cs:'..C9l.C9lcs:'. :Wm111G'f1111w1'l.Jfl1"jG'fbbfl'U Unified Extensible Firmware Interface (UEFI) 
" ' 

cs:'..C9l.C9lcf ~"j~UUG'fbbfl'UVl'U
0

1CJA111J'1°1'1J.,'U~'I (Advanced Memory Scanner) bv:lB 

l'J"j1'1~UlJ'1bb1{ffi .ff b 'VlfllJfl fl1"j 1'111~v1~uiB'U 
cs:'..C9l.C9lb :Ww-:in-tl'U Presentation mode b~BU(?)fl1Wh-:i1'U'IJB'IV1-Ll1~1-:iuBu -e1~ b~B1i-:i1'U 

"" ., ~ 
bbB~~rt bfl'lJ'Ubb UU bl'lll'1B 

cs:'..C9l.C9lf.'ll G'f11J1"j'1~'1A0 1hXmbfl'UeJ1?11mT&l b~BABll~1bl?lB{BCJ01'UG'fm'U~ Screen Saver, 
" 

Computer lock, User logoff 

CS:. C9l. C9l~ lJ' "j~UUtJ B'I Fl'U fl1"jh11t1\' 'Vl 1'1'11°B'l1 Vl1° 'IJB'l "j ~u 'Ubfl~ B'IJ
0

1 CJ (Network Attack 

Protection) 

cs:'..C9l.C9lri :W"j~UUUB'ltl'Ubb"j'l.J~llbb1{ (Ransomware Shield) 

cs:'..C9l.lvo ffill(?)rt Personal Firewall v1G'f11J1"j'1f11Uflllfl1"jfuG'f°-:ioLJ'B11mri~BoLJ1CJ~'IVl1J(?)~'I 
" ' " ,, 

'IJ1b 'IJ1bb'1~'1J1BBfl 

cs:'..C9l.lvC9l bfl~B'I Client G'f11J1"j'1&1(1)~,:i 1 U"jbbmllUB'ln'U bfmbrt~ 1 .ff-:i1m th.!.flTt-}11 'VlCJ (GUI) 

cs:'..C9l.lvlv G'f11J1"j'1vi1 Web Filtering 1~(1)CJfl1Vl'U(?) Web Category v1~B-:Jfl1"j Allow Vl~B 
Block 1'\Xnu0 .ff-:i1'U bbrt~G'f11J1"j'1 Exclude URL v1bJvi'B'lfl1"j 1 m U"jbbmllUB'ltl'U bfG'fG'fbbfl'U 1~ 

cs:'..C9l.lvrn :WbA~B'l:tiBfl1"j(l B'l.Jfl1"j&l(?)~'l 1U"jbbmllUB'ltl'U111'G'f"j1CJ5'l.J"j11JBCJ 1 'U~1 &1(11~'1 
" 

cs:'..C9l.lvcs:'. G'f11J1"jfftJe:Mtl'Ufl1"jh1J~bbUU brute-force attack protection 1~ 

cs:. C9l. lvct 1 tJ"jbbfl"jlJtJ B'I n'U 11 f G'f G'f11l1 "j(l rf-:i ri' 1 CJ fl bl 'U fl1"jG'f bbfl'U'IJ B-:i 1 yJ~ Vi' bf{ CJ1oLJ B 'I nu 

Microsoft Windows Server 1~bbUUeJ1?11'U111i 

cs:'..C9l.lvb :Wb 'Vlri fo 1'18 Cloud sandbox 'li1CJ1'Ufl1"jl'J"j1'1G'fBUJlCJAflfl11l1~ 
' 

I 

(mmV1m1'1J G'f'IJ'W''UB) (m-:iG'f11iJ-:i'IJi'ru bbn1mru) ('U1CJl~CJ~ b'IJl'll'VlEJ) , 'I .., , 

m CJ bb ~'Vl tli1'U 1 f!J fl1"jYl bi'l'l!J- 'Ll fli'111 fl1"jflB:1JYl1 bl'l B{tl Bu1ifl1"j 'Ll fli'll1 fl1 "jflB:1JYl1 bl'l B {tJ Bm1 fl1"j 



.· 
.. 

- Ci'. -

cr.1£1 ~1EJ6'1:: b5EJ~fl ru~m~mJ:: buV·n :: 1 tl~bbn~11'U~V11~~ ~fl1 ~ 1 tl ~ bbm11u eM n'LI11~6lfleJ1loW1b~eJ{ • 
.c::I Q.lc::lt, CV ~ 
11flru6l11u~ ~.:i'U • 

er. h<9l ?f1:1.l1'Hl&i {?)~·rvhnutJ'U';i::tJutJfi'IJ&i fl1';i~\l~· el hJif Microsoft Windows Server 

®o<9lti/Server ®o<9l~/Server ®o®® bb'1::';i::tJutJ5u'1ifl1';i Linux 111l'b U'UelV1\lUeltJ 

cr.h® ?f1:1.l1';ifl'U~fl1';i~{?)fl1';i1\1lchub1rnu';i1lb61lel{ (Web Console) 

Ci'..®.c;n ?f1:1.l1';iflm1'1?fel'U Hardware Inventory bb'1:: Installed Application 'IJel\lbfl~el\l 
"fl'l11tJ111l b U'Uel v1-:iuel tJ 
" 

<i'..hei'. ?11:1J1';iflm1'1?1elrn 1B{'li''LI'IJel\l;i1'Lii el:l.l'111f?t b 1el{'li''LI'IJel-:i 1 U';ibbm:1.1'l'1el-:in'LI b f?t~ ... " 
&i{?)~.:ielv~bfl~el-:ii;ifl'l11 tJ bbi;i::~'IJ~'VltfITT .U-:i1'U 111l'b lJ'Uelv1-:iileltJ 

" " 
<S'..hc:t ?f1:1.l1';iflrl1Vl'U{?)'U lCJ'U1 tJ'IJel\lbfl~el\l~fl'l11tJm:1.1 Group 1\1l 

cs'..®. ti ?11:1.11';imf-:i-:i1'U 1tJ5-:i bfl~ B\l'1fl'll1tJ 1\1l b 'ti 'U eJYH{?)'Vl;i1'Ui el:IJ'111f ?t, ?fbbfl'U, elelfl'11 fl 
" ... " 

';i::'U'U ,rf \loLJel fld1:1J bb'1 ::u {?)flel:IJ~'Jb~ el { 

<S'..h{ll/ ?f1:1.l1';iflJel\lf'Ufl1';i bn'UoLJel:IJ'1'U'U;i1'Uofi'el:IJ'1 MSSQL bb'1:: MYSQL 1\1l 
" ... " 

Ci'..®.~ ?f1:1.l1';iflrl1Vl'U{?)~'VlB1~moU'boff1i1-:i111l'V1mtJ';i::vi'u b'ti'U Read, Use bb'1:: Write 
" 

Ci'..®.~ ?11:1.11';imb~\lb~eim~mn{?)b'\ll~fl1';icl~1-:i ., 1uET-:icT{?)bb'1';i::uu1rJl cJ1'U'Vl1-:i5b:1.1'1 bb(;l:: , I \J\J 

SNMP Trap 

<S'..h<9lo ?f1:1.l1';iflbzjeJ:IJ~elrl'U Active Directory/Open Directory/LDAP 111l' 

<S'..®.C9l<9l ii Dashboard b~B:l.le:J'Ub~el{?fm'U::~h-:i 11rJl 

Ci'..h<9l® ?f1:1.l1';ifl~\l Schedule 1'Lifl1';ieleJflJ1tJ\l1'Ubb'1::ri-:i5b:IJ'11tJET-:icT{?)bbm::uu 1\1l 
"" 

cs'.. ®.C9lQ1 fl1';i~{?)vi' 1';i1tJ\l1'U?f1:1.l1';ifli.11 beJ1ofi'eJ:IJ'1elelflm1vi1 'U';iU bb 'U'U'IJel\l CSV Format bb'1:: 
" " 

PDF Format 

cs'..®. C9lei'. ?f1:1.l1';iflrf -:ii el:IJ'1eJelfl1 tJ EJ\l';i::tJ'Ubn 'U i el:IJ mb 'U'U Sys loo bb'1 ::i.11'5eJ:IJ'1elelflm1 'LI 
\I \I ~ \I 

';i"Ubb'U'Ubb'U'U Leef, JSON bb'1:: CEF 1\1l 
" 

cs'..®. C9lc:t ?f1:1.l1';ifli-:i~ {?) fl1';i b ~ el:IJ~ mil~ b 1 {fl'11'V1f 'Ubfl~ el\l'1 fl-li1 tJ'11 flflel'U l61l'1111l' (Isolate 
" 

from network) 

<S'..®.C9l ti ?11:1.11';ifli-:i-:i1'Ub .rr1J~mb uu~-:i~?tncJ1'Uflel'U 161!" tl'l 
cs'..®. ffi{,'1/ ~ b?f'U el 'j 1fl 1~el.:J1rJl f u fl 1 'j bb~· \l ~-:i 1~blJ'LI~1 bb 'Vl'U '1°1'V1t.i 1 tJ '11 fl~ C.J~ ~VI~ el~ 1 bb 'Vl'U 

" " 
'11'V1t.i1tJ 1 'LitJ'j:: b 'Vll"l b(?)tJ 1~t'U'IJru::boff1 b?f'Ue:JJ1fl1 

" ~ CV CV ~ II o 
cr.m fl1~~~~.:Jbb6'l ::~bbli'l~ fl 'l?f1 ~::'U 'Ufl'UEJ.:J1'U~1'U6l1~6l'Ub'Vlfl "il1'U1'U G> ~::uu 

'IJ 'IJ 

<S'..rn.C9l cTb?f'Uelvlel\l&i{?)~\l btJ';ibbflJ:IJ Antivirus '11'V1f'Ubfl~el\lflel:IJ~1b~el{'1fl 'l11tJ 
" " 

<i'..rn. ® ~b?f'Uelvlel-:i&i{?)~-:i 1U';ibbm:1.1u~m';i~{?)fl1'j1 U';i bbm:1.1'l'1el-:in'LI 11f ?tflel:1.1~1 b~el{ 
" 

<S'..Q1 .bn cTb?f'Uelvlel\l~ {?)fl1'jtl fleltJ'j:IJ fl1'j 1 oU\l1'Ubb'1:: fl1'j{?)bb'1f fl'l?f1'j::tJ'U ~\l'\11:1.J(?)~b?f'Uel hii!el tJ 
" " 

fll1 (9) 1'LI b(?)tJ h-:i'V'l mu1i;i'1::n1V1'U{?) ?f fl1'Uvtl 'Ufl1';i!JfleJtJ'j:IJ 

o· 
\.g_/ {Df'r 

..._ I 

;::.,(<:.. -. \'\jl'f"J'r<. 

('U1mV1:1J'j1'1J ?f'IJ~'U5) (m-:i?111ll-:i'IJ1ru bbn1mru) " , .., , ('U1tJl~tJ:: b'lJ~l'VlEJ) 

'U1 tJbb Yl'Vl vi1m qi fl1'j~ bl"l'l?f t! fll'll1 fl1'jfl eJ:IJ~1 b~ el{tJ5 u'1i fl1'j t! fll'll1 fl1 ';if) eJ:IJ~1 b~el{tl5llil fl1'j 



-
,• 

', 

- ct -

II 0 I Q.# 

a::.a:: "lJt1n1'WUl11nT'H'l .:l:lJtlUbb6'l~l'l':i1'l':i'U 

Ci'..Ci'..(9) lfl';l'lfl1';1"1 ifb'U'Ufl1";1"5'111off ei hhLLml.l -wft1l.ll'l1L 'LI'Um";1&i111~-:i1'U~m~ru~'UeNfl1';1b'VllJ1 
';11l.l (Turnkey Basis) l111CJ~'U1'il~l'i'eNvl1fl1 ';1~'1l.lffU &1111~-:i Configuration bb6'1~"5'111v11be:im11";1~'llJ€J'U'l1'U11X 

c.: ~ ~ 
b?f ';l'il ?f 'UV1 '1VllJl11 

Ci'..Ci'..lv ';11CJ'1~L5 CJ111if bu 'Ui t1n°1V1'U111m l'l ';l\i1'U.ff 'U l'lJ 1?1111 fl ru~ m';ll.l ni ';! 1 'il ~~ 'il1 ";1ru1 "' , 
';11CJ'1~ b 5CJ111~ b ViCJrn vi1V1~t1~ n-i1 L ~mh~ fo'Utl'Ut1-:iVJ1-:i";116/Jm';I b 1J'U~1ri'qi 

Ci'..Ci'..r.n ~ 'U1 CJ'il~~ €J'lvl1Vl tJ 1Yi1'Ufl1';1&i111~'1 hh bbn':ilJ -wf €ll.lvT-:i'1111Vl11?f111 i 'Ub tl~ €1'1~11-:i ., 
" , I 

b ~lJ b&ilJ~1Vlfofl1';1&il11~-:i1 iXb ~CJ'l'W€ll'i€Jfl1';j 1.U-:i1'U 

Ci'..Ci'..Ci'. er'U1 CJ'il~~ t1-:iv11m':iVJl11?f ffU 1 tl':i bbml.lbb '1~';1~'U'U 1'1Xv11-:i1'Um-:iml.l~ ri1V1'Ul1111 i:i n~ t1-:i 
\I \I 

~'l'Vl l.1 111 11XL?t1'1i'Ub~CJ'Uf €JCJ nt1'Ul'\'1b 'LI'Ufl1';1~'1lJ€J'U 
ct. rl1'Vf'Ul11b16'116'1.:l:lltl'U~i;fl11 • 

n1V1'Ul11~'1lJ€J'U.fl1CJ1 'U bo l'U tl'uLLl'i'1'1'U1 lJ 1 'U~qjqj1 Vl~fffoi-:i<ffm~'-:i41-:i 
b . V16'mnru"IL 'Ufl1':iW'l1':iru11'1111 Liiein 

1 'Um';loW'il1':iru1e.Jr;i fl1';1~'U'1lt1 b?f'U t1tl";1~m111";11fl1B b~ nV1";1t1-Un5fl.f-:iif "5'-:iV11111 ~1tl1-:i 'il~oW'il1";1ru1vi' 111i'1'U 

1111CJ1 i VI~ m nrusv1 ';11 fl1 ( ';11 fl1l'lb1?1111) sit -:i bu 'U';1 1fl 1vi ';11lJ.n1,;lJ r;i fi 1 b ~· lJ "11% 1'1'1€1111'1'U.fl1,;t11 m5 'U., bL'1 ~ 
, " I 

r111 i~1CJ~-:itl1-:i bb'11 

u». 1.:i b~'U.:l'Utl':i~:lJ1W/ 1.:i b~'U vfl~~'U~1116l':i';I 
"11.(9) -:iutl';l~mruml.lbbe.J'U 1-:ib~'U "1100,000 u1V1 '11'U1'U C9>,ooo 'Ul11 , 
"11.lv 1'1b~'U'l'UU';l~lJ1ru~'il~ -;()111offt1~111~1-:i b~~1000 'U1VI 

"11.r.n ';11fl1nm-:i b~~1000 'U1Vl ';11fl1~111'1~ b~~ 'U1VI 

~ . .:l1111.:l1'Ubb6'l~fl1':i:ti1tlb~'U 

cr'U1CJ~€J'l~'llJ€J'U~'111111Xnueroff t1Vl~e:Jer1141-:im CJ 1 'U bo l'U irrnbl'il'U'1'1'U1lJ 1 'U~ ruru1V1~€Jl'Ui-:ioff t1 
'U , 'U '\J ".., 

i-:i~1-:i 1111CJ~-:il.lt1u'11'U1'U C9) -:i111111Xfl';lu'11'U bbr;i~dfol>l';l1'1foi:inl'i't1-:il'11m~b't:fou nnVfmCJ crofft1'1~~1m~'U 
\I ':..J \I 

11Xnucr'U1CJ 11Xfl';l'Uc11'UmCJ1'Un1V1'U111 C9) -:i1111 
" 

"5'-:iV1i'111 'il~~1CJfi1~-:i'Ut1-:i si-:i 1~';11l.lm,;l;Jr;ir11b ~l.l l'1'1t1l11'il'U.n1,;mm5'U 1 bb6'l~fi11 i~1CJ~-:itl1-:i bb'11 

1 iX bbn erd 'Ui €1 b'1'U€1~1~ f u n1';irl 111b~€1n1 iX b tl'Uer 'U1 CJ b~ eJ er'U 1CJ 1~ ~'ll.1€1'\J~ 'l'UtJ'l 1~ mu '11'U\911lJ 1 ui -:ioff t1V1~€J 
\I \I \I 

oVt1l'ln'1-:iL 1J'UV1tl'-:i~t1 bb'1~'1-:iV111111~m1'il-rul.l t1'U~'l'Ut1-:i 11'L~CJuf t1CJ Lb'11 

~- ell'l';l1~1tl~'U 

"5'-:JVlll11'il~A111r11tJfo8m1f e:iCJ'1~ o. lvo 'U€1'1';11fl1~'1'U€J'I~ f1-:i 1lJ 1~~'1lJ€J'U 
@O . fl1':itl1'Vf'Ul11':i~EJ~b 16'11 ~'U'lh~n'Ufl1 1 :lJeU1':il11'UnVdeJ.:l (tl1ii) • 

er 'U'U~m';ltl':i~mm1mB b~ nV1";1t1iJ n5 'il~~ t1-:if utl':i~n'Um1l.l'll'1";1111u n-w~ t1-:i'Ut1-:i~ -:i'Ut1-:ivi off t1'U1 CJ 
\I ' 

~bn111~'UmCJ 1 'W';l~CJ~nr;i1 hitTe:i CJn-)1 C9) lJ tl'u~111'11ni''U~"5'-:iV111111~Wul.lt1u~-:i'Ut1-:i 1111CJl'i't1-:i~u'1111m ':i'lim.i bb61llJ 

bbm 'U 1motlfl1';11~~"1'1b~lJ.fl1EJ 1 'U C9>ct l'U iJ'U~l11'11fff'Llffi~-rrnb4'1fl11lJoU1':il11'U n'W~e:J'I 

~ 
('U1mV1m161J 61'U~'U5) ' , 

' . ~ 
'U1CJbb 'WVI CJ'U1'U1qjfl1';1'WbPI~ 

o· 
{?tJ, er r. 

('U1-:i6111iJ-:i'U1ru bbn1mru) u , 

,Y n161J1n1 ';lfl€JlJ~1 bl'l t11tli]u11 fl1':i 

, 

.::;-\v ( 
, I 

, ... ,,., "-<i 

('U1CJl~CJ~ b'Ul'llVJci") 

tr ni 'U1fl1';Ifle:ilJ~1 L l'1 t1 {tJ B u11 fl1 ';j 



·.-.: 
m -a1.:i mt ~.:J'N b~'U .:iutl-a::111 ru~1~~u:5'~ ~'a'abbr;i::-a1A 1 n r;i1.:i C -a1A1eJ1.:i B .:i) 

1 'U n1'a:5'~~B ;5'~:ij'1 .:i~iJ1 "ti .:J TU riB~~1.:J 

(9). zjei 1m-:im'i ___ ~~~~~~1'\J:rnn:rnil_~J.rlu11:t?1 _ ~1'.Y1'.Y __ ®,o_Qo. _~~ ---------- - --------------------------------------- - --
h V!thCJ ..:nub~1'llv-:i1m-:im'i __ ___ 11~yj-~J'.UJ~_(\'J:t.lJ_~ - - ---------- - - - -- - ---- - - -- --- - - --- -- -- ---------- -- --- - --------------- - ------
rn. 1'1b~'U'IUtb~inrum~~tJ~Vl?l'i'i~Vl~vA#-:i.Q' ---~O.Q,Q_QQ_._QQ __ 'U'.lYL ____ _________ ____ __ __ ______ ______ __ ___________ _ 

~- 1'U~n1V1'Uvi'i1ri1nm-:i ('i1rneJ'1.:iB-:i) ________ JJ_ _~!V_. __ Z~6ft ____________ _ 
bU'Ub~'U __ ti~-~.o_Qo __ 'U1YJ . L'l.:'l_nm'1_'U~o1'!1~'.Y_m.l~°li'Y_'U1YJfo'U) ___ 'i1rn/V1ti1CJ _____ ;;,_~~----- ·tJ1YJ 

ct. bbV1~-:i~in'llv-:i'i1A1nm-:i ('i1rneJ'1-:iB-:i) 

ct.® ~u'i1A1'11n~'lJ1CJ 1viCJm-:i '11n~1-:i~'U'11'U"ii1nvi ub.U\;l bB'U~buCJ~-:i 
~ , 

ct.iv ~u'i1rn"iJ1ner'lJ1CJ1viCJm-:i '11n~1-:i~'U'11'U"ii1nvi bv?I bv?I ~ 611m~11 bbv'Uvi° b.U\;lbi1ri 
~ , 

ct.rn ~tJ'i1ri1'11ner'lJ1CJ1viCJm-:i '11n~1-:i~'U'11'U"ii1nvi um-UmiJ'U~b uCJ~-:i bbv'Uvi° b•1m11?1 
~ ' 

- B1'1B'l'11 m1rn~ bACJ~ vi~ei ri#-:iV1~-:i?1vim CJ 1 'U'i~ CJ~ nm iv tJ-:itJtb~in ru 
' 

V d V d i.I i.I I 0 V c:::il ~ ~ ~ c:::il d. 
m11?1ruru1bi:'t'lJYl rn~/\vctb~ i:'t'l1'UY1 \v~ \;1'1lflll \vctbb"li '11fl'V!1'1'V!'U?l1'U'11flV1 tJb'U \;J bel'U"ilb'UCJ'i'I 

llJ llJ , , . 

d i.I i.I di.I 0 

b . 'i1CJ'1lelb'11'V!'U1Yle-Jfl1'V!'UVl'i1f11fl'11'1 
~ 

b . ®---- ------------ ----~ -- ------- ---------- tJ 'i~61'U fl'i'ill fl1 'i 

(mmV111'i1'1l ?1'lJ'W''U6) 
' ' 

't.11 mb vm tl6ll'1'U1ru m'i'W bl"l~ O · ., 
~'!" b.lv _________________________ ___ ______ __________ ______ fl'i'illfl1'i 

('U1-:i?111iJ-:i'lJ1ru bbtl1v'iru) ., ' 

,r n1'1l1 m 'iA ei11~1b\;lei1uptJ~m'i 

' . 
b.rn ______ 0~~ -~ - - ---- - --\~~~-~-~ ------------ - -·fl'i'illfl1'i 

('U1CJl~CJ~ b'lJ\;JlYJtl) 

un1'1l1m'iriei11~1 b\;lv1tlijtJ~ m'i 

bb'U'U un.ob 


