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~ ., ., 

b lJ'UVloJ'\l?le:im tJ 1 'LI nmvl n1Vl'Lil91 ~\l';i~'U 111 'W-ff €! b. i'l'Vl1191'1 ~~'UV!~ flD';i~tl'W fl1';j~'Uoff mi.'l'U e:i Vl~m~tJ fl~eJ\l 
' 

1U1flt:re:ie:iflV1oJ'\l?l€l rT1LJ-;j~fl'Wfl1';i ~'Uoil e:i bi.'l'LleJ~'WVi bbi;:i~m'1~1U1';iru1b~ tJ fl~e:i\l 1 ~'lll911'lim1mi1 tJVl1 tJ~'W (ti'1iJ) 
~ 

';i1:1.J~\llil~~lil1';iru11~blJ'W~.y1'\l\!1'W 1'11:1.JWbUtJ'LJfl';j~'VJ';i1\lfl1';jfl~\!11~1CJfl1';ji~Gffe:i~l91~1\lbbi;:i~ fl1';j'LJ~Vl1';iii.'1191 
~ . ' 

• QJ 

mm:o 
""· 



(9)0.Ci'. -:5'-:iVl1 t?l?f \l1'U?i'Yl~vi "il~ bbm '1Jb ~m~m~ eJ'Uh Vl~f)-rr f) n1V1'U~ 1 'W bb 'U'U« nJ nJ1 

Vl~eJoLJ'eJ(Ylflr;i-:isff m lJ'UV1t!-:i~eJ 1 ~b ll'U 1 ulY11:i.Jm1m 'l'.1'U'1JeJ-:i~1t!m1'WB'tim':i?!\l?!1?1 (~1i1) 
" ' 

®o. ct 1 'W fl'Huvi beJ fl?f1':ibb 'LI 'UVJ1meJfl?f1':iU ':i~m t?l':i1 fl1 ~ b~ fl'Yl ':ieJtJ fl~.Q' i1 fl11:i.J~ t?l 

VI~ fJbbtJ \lfl'U ~d 'UoLJ f) b?f'UfJ"il ~ ~ fJ\lU 5 u~ lY11:l.J fl
0

11i! "i]QtJ'lJ eJ\l-:5'\lVll (?l ff 111'.! "i]QtJ~ \lflr;'l1

111 ~ii m {] 'U .y( ~(?l 
bbr;'l~~~'UoLJfJb?f'UfJ 1lii1~'Yli5b~tJfl-rfJ\lfl11i~1tJ 11?11 b ~~b~:l.J 

C9)o. b -:5'-:iV11 t?1 eJ1"iltJ ':i~ fl 1f"l ti m~ fl fl1':i-:5' 1?1ef eJ 1 'W mru lY11 eJ1u-d'1~11?1 ti vi ~d -U.LJ eJ b?f'W eJ 
" 

"il~ b~tlfl-rf)\lfl1b~tJVl1tJ11?11 "il1fl~\lVllt?l 1li1~ 

(®) ~-:iVl1 (?l hi1~f 'Um':i-:5't?l?!':i':ib~'U~"il~ 1 .ut 'Ufl1':i~1?16ff eJV1~fJ~1~-r'U~t?l?f':i':ibb~1ll 
b ~tJ\l'\"lfJ~"il~vl1fl1':i-:5'1?16ff eJfl#\l-d'~eJ 1 tJ 

(l!l) :iJ fl 1':i fl':i ~vhvi b oLJ 1 i;l mHU ~ ~d 'UoLJ f) b?f'U eJvi 'll'U~ fl1 ':i-:5' (?lef f) VI~ eJvi1~ f 'U 
" 

fl1':irl t?l b~ fJ fl :iJ t:Jr;JU ':i~ 1ti'll°L1 ~1:!.J fl'U VI~ eJ:iJ?f1 1'U1~ b€1 tJ fl'U~d 'UoLJ fJb?f'U fJ':i1 ti5°'U Vl~ eJ'lJ 1?1'1111\l fl1':ibb'11
1 \l~'U 

" 
eJ ~ 1 -:i b uuu':i':i:l.J Vl~fJ?f:l.J tieJ:l.J nw1rnrg'U.LJm?I'U m1ti5'U Vl~m ~ 1Vl-W'1~1'U m ':i b?f'U m1 m Vl~f) G'1' eJ11m~vr1m':i 

" 
'Vl"il~lY15'U 11?11 'Ufl1':ib?f'UfJ':i1fl1 

. (i;n) fl1':i'Yl
0

1 fl1':i-:5' ~ef f) flf-:iif lY1
1

f)1tJfJ1"iln'f)1 ~ bfl (?l fl11llb~ tJVl1 tlbb fl
1

-:5'\lV1l (?l 

... I 0 I 1 ~ 
Vl':ieJfl':i~'Yl'UlYleJ u':i~ tJ'll'U?f151':iru~ 

(Ci'.) mru5'U1'Uvl1'UfJ\lb~tJ1fl'U (®) (l!l) Vl~f) (rn) lY11:i.Jvin1V1'U1?11'Ufl!Jfl':i~'Yl':i1\l 
zj\lf) f) fl(Yl1:l.Jfl11:l.J 1 'W fl f'lVl:l.11 ti11~1 tJ fl1 ':i~ t?lsff eJ~(?l~ 1\l bb(;l~fl1':i'U~V11 ':i~?f t?l.fl1 flf '1 

d.J ' .... 
21.d iJ' !U' .::!ii I 4° I Q..I Q..I .QI i.I 

C9)o. ml t:J tJ 'U'll eJ b?f'UeJ"il ~ lYl eJ\l br;J eJfl'll eJ\l'Yl1\l fl1':ieJ 'Yl u':iru bbr;J ~'ll eJ\l'Yl 1 -:i fl1 ':i':i'UVl'U\l ?! eJ bb "il -:i 
" ' 

lYl eJ'U t:J r;i fl1':i'l'Al "il1':iru 1eJ 'Ylu':iru11 ~\l bb~ .ff 'LI lYl eJ'U fl1 ':i d'UoLJ' eJ b?f'U eJ bbr;J ~V11 fl~~ 'UoLJ eJ b?f'U eJ:iJ fl11:i.JU ':i~?f \l ff vi "il ~ 
' " 

eJ'Ylu':irut:Jr;i fl 1':iU':i~ fl 1f"lr.r'll'W~ m ':i~ 1?16ff eJ~ 1?1~1-:i "il~l'i'eJ-:i ~'UeJ'Ylu':irubbr;i~ foV1t!-:i~eJ bb~\llYl eJ'U fl 1':i'l'Al"il 1':i ru 1 eJ'Ylu':iru 
'I 'U 'I 'I 

~1mim'Yl1\lm~ b~ f) fl 11\ v11J'U 

@@. m':i'l.J~u&lm3m!J'Vl:u1mbfil::':i::b iit:1u 

1 'W':i~Vl11-:i':i~ ti~ nmm':isff eJ r.rg'U.LJEJ b?f'UH~1~f'U m':ir-1(?lb~f)fl1 ~b u'Ur.r'1J1til'i'eJ-:iunu~ 
" " ~ 

lY11:i.JV1r;i'mflrusv1~fl!)vtll1 mbr;i~':i~ b \Jtiu 1~ n1V1'W1?11111?1ti bfl~\lflft?l 

@kl. m':i'l.J':i~biJ'Ut:Jfiln1':i'l.J~u&l..:i1'U"l.le:i..:i~'l.J':i~ne:ium':i 

. ~-:iVl1~ ?11111':if!tl1t:Jr;im':iu5u~-:i1'U bb6i'1 b?f~"il m:i.JiKnJnJ1'11eJ\l ~~'UoLJ'm?f'WeJ~1~fLJ m':i 

ror ~ b~f)fl 1 ~ b u'Ur.r'1J1tJb~eJtl1:i.J1u':i~ biJ'U t:Jr;J m':iu 11u~-:i1'U'1JfJ\l r.ru ':i~ fl f)'LJ m':i 
" ~ " 

~-:id V11 fl~~'UoLJ'eJ b?!'UeJ~1~ fu m':ir-11?1 b~ eJ fl hi ~1'U bflrusv1~ n 1V1'U~"il ~fl m~~'U fl1':i ~'LI 
" " 

.Um?!'UeJVl~eJv\'ilKnJnJ1nu~-:iV111?1 H.&1fl':i11 



~1\l"llfl'U L 'Ut'l 'U e.J\l\l1t1'Vi'iei11 mi~ LBEJVI fl ru ~ n~ru:au'Y'l1::; • 
(Terms of Reference : TOR) 

m1~vi.aei-u1>11u·mm~ilei~nu11fa • 

G). m1muu~1 

mmu:.mm1~vi:ffei-JG'i(Pl~1hJ tl1:!~1lJ\lu'lhrnmru !vet'<:>~ 'V!'ln(Pli'G'l1>1f\vJ.JW1L()leJ{ 11Ern1ivl 6'11ct , . 
1vi'~Hutlwinru1unii~vi:ffei'Uvih.hbbnnruei\ln'W111611il'1u1u (9),moo.'tl(PI 1\lb~'W ~(9)0 1000 'U1'Vl 

' , . 
( 

" d d . v ) v ~ 'l 0 .. I Cl! 0 ~I ,,, ~ JI QJ v I ~ Q,J' 

bn1bb61\J'V!'U\l'V!l.J'U'U1'Vl1J1'U 'UV\'W b HWV1'\J1fH'l 1u1\ll.Jf\11:l.J\l1b u'U\l::t'l'iJ\l\lV\"llfnM\\11\l m111 b VrnEJnd~(Pl'\J , 
W'U'U-r n'cl'1f\11l.JJ'Uf\\l'\Jf\vV1n EJ'V11\l 1'1l b ueii'lJB·:i'WLh CJ'l1'U 1 VJ'i;'11:l.Jlitll>\i1'1~ 'U bbf\:: EJ'U ~\lD El A nfl1l.litl Lb 'U'U 1 'Vlli 

, \I 

~iJA11J.J~'Uivu L'li'W lJflll1iL~EJnl"h1ri (Ransomware) Vl~eJn1i 1'1J.J~ Lb urn\11::\l'lb U1'V!:l.J'W ~'l hhbbndlJ 

l1e:i\ln'U11 ·fo bb '1Ju-i11tJhJ?11lJ1i 11Vl11\l'l'l'U 1\ii' 1111 v1::u u ~.:in~ 11\l ::;oz11!'JLtl11::;1' .:i'Y'l ~ ~ n11lJYl ~ viu n ~ 
'UB'1Lfl~v.:ifle:i:i.JY'l1LV1eiii~-!l1E.1 LLfl::l.1 n-!l1CJV1'1.leivi \.".Jct -&1 hi.:i '1'lfa:i.Jm1:i.Jmm1ri 1'Llmi1~rrnvit'l 1 bfli1~~vi1vi''Lll'IB 

'V , 

'UeNU ruvi1Hlei~1\li1V1L ~1 uei.:in'Um1~11 V1fl'!JeJ'loUeJ:i.Jm'11'Ll'UAf\'1'UB'l~lJ1v brnd'n111rn1:i.J~B L d B\l'UeN 
" .., ' \I 

1::;uumiG'l'Ub 'Vlf'l'Vl1\ln1':m 'W'VIE.11 Vfiim1:i.Jtlfle:ivin~ 
... .1 ~ 

l.11. 1Vl~ui::6l\lf\ 

b ~ fl'1viV11 Lrn::; ~vivY\li:!'\J'UU eJ\l n'Lln El fl nm:i.J'Vl1\l 1"1l b uv i~'WG'I \l ci'1V!fo bf\ ~ei.:iA e:iuvh Lvi el fa n-!l1 EJ 
. ' " \.I ' ' 1 ti . v ~ If Q,J' ' .d~l ' .. 

bb'1.l::bLJ.J'U1tJ mnmitlt'ln\l\l'U 1Lm1::V1 LL'1.1::1::\l'UbV1t'lm1ruflnfl1lJ'Vl lJ'VliTU'Uv (Unknown Threats) , ' , 
'V!~eJJJ'1.lbb1{b~t.1rn•h1ri (Ransom~re) 1~V\m)1>11'UlJ~bb'\J'U Real-time Y11'e:i:i.J~'llJi:!iJ'U'U~Vlli~\11n1i\l1n~Tuhm.:i 
~oii1E.11'i~\~1V1~1~611m'Jtlm1'1G'leJUV!1vl'U(;)eJ'1J'iJ.:jilEJflnA1lJ (Root Cause Analysis) b~v~m:::\ii'um1fo:1~11 
m1lllf 'U11.:j'LJ~e:i~nE.1"1'iG'ltJL 'Vlf'l 

.r::I o.I· G.I d o ~ Q./ ~ 11 d 
rn. -a1 EJ~::LB EJl>lf'l ru-n n~ru:::buvn::"l.leJ.:J'Vffl~'VI '1::~ 1 t u·1.m1-a\1~611fl m1::rnm11-au'!.lu'Vl1 E.Jeiu "l 

rn.m '1Jm1Jl'i'Lb1i Endpoint Protection G'l1lJ1itl~(PlvY\l1~uui::'U'UUDU~n1i ~ei1uffi~Ltl'Uei~1~~eJE.1 
rn.(9).ffi Microsoft Windows 7 /8/8.1/10/11 

rn,m.lt:i Microsoft Windows Server 2008/2008 SP2/2012/2016/20J9 

rn.C9l.rn MacOS 10/11/12 

rn.(9).cr Ubuntu 12/13/14/16/18/20 

rn.l.".l Red Hat (RHEL 5/6/7) 

rn.{;f\ bb61~\loLJfllJ1.1 Hostname, IP Address, OS Version bb'1.l::"lmw:: Online/Offline bfl~fl'l Endpoint 1\ii' 

m.Ci'. m:i.n111\1cNn'W (Protect) None-Restart server 1\ii' 

rn.ct "11lJ1itl 1 'LI n1ifl'W'Vl11 'V'l'1~ei'l?l.:j'1'EJ~ fl1\l\l~~ei ~1 'Ubfl~eJ\lfleJlJYi1Ll'leii (Infected File Trackin~ 
Vf1ei Threat Huntin~) 

rn. b G'l1:l.l1'rn~ ~ n1'in El FJ nfl1lJl'\1J.J Eventbb~ :::n €lfl nfll:Uvl eJ Endpoint b(PI EJ f11i Fix vi1 fl Cleanup 

Lt~:! Isolate 1M 6'11:1Jlifl 1'Wn1'smLn'Woii'i:l~ 1 'Vl1 (Vulnerability Scan), n1i~M'liei.:i 1 V!'J (Endpoint Patching) 

bbmm1'i~(PloiieJ\lb Vllbl'\Jut?li1eJ'LI (Hot Patching) 

rn.6'11 G'l1ll1'Jtlvl1 Remote support 'luEY~bA~B'l Endpoint hi' 

'U1CJLVIJ.Ji1'1J ~'1JoW'W~ . 

'U1t.J LL 'W'Vl tl'li1m qi m-ayj Lf'1'!1 

'U1EJ11EJ::: b'Ut'll'Vltl 

i1n1•n1m11P1BlJ~1Ll}l'iJ{'ll'1mqim1 
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'V 

un1'1!1n1'Jfl'iJ:l.J~1bt'l'iJ1unu~m'i 



------·-

m.~ 6'11lJ1'H1b'l.m11riTVl'Um~G'l~1'Ulun1'HoLJ11-tl-nw Remote Desktop Protocol b~tillv-:i1l'Um1boLJ'1~-:i 
~r;inv1m 

" 
m.<;;<; :WAru«mm.1~b'\.Jfl1Wlil'iJG'IEl'l.Jl11'G'IABlJ'Wlb(i)tJ{ tiJ.:rQ 

' 
m.<;;<;.(§) il'iLJbb'U'U Traditional Anti-Virus vt~B Signature-based vt~B Gene Analysis, Al-based, 

Behavioral bblil~ Cloud based engine vt~€J Cloud Threat Intelligent 1~ 

m.<;;<;.lv G'l1lJ1':if;1~\lb11il1b'\.Jn11mT'1G'IB'U (Scheduled Scan), fl1':il'1':i1'iJG'IB'U~l.!Vi (Real Time Scan) 

f11ji.:i1iX(i)':i1'iJG'l€J'Ubb'U'U Manual Scan Vl~€J On Demand Scan bU'Uv1't.1 

m.<;;<;.m G'l1lJ1':if;1\i111'iJG'IB'U Mali.cious File 1~ 

m.<;;<;.cs:'. lJF)ru«n'l'.lru~1'Llfl1iti111'iJ~'U Web shell bbi:l~ fileless attack 1~ 

~.©o G'l1lJTrnri1vtt.1(il'UbCJ'U1CJfl111-ff-:i1'U Internet b(ilCJ':i~'4 IP address vt~B Domain Name vt~€J URL 

~€J'Uru11>111Xb-U'1H-:i1'U11ii' (Outbound Access ControVUnauthorized Outbound Access Detection) , " 
m.©© G'l1lJ11f;lfl1vt'\.J(ilfl11lJbVllJ1~G'llJ'lJB\l CPU Resource lufl1jvl1 Virus Scan 1\ii' 

m.Gllv G'l1lJ1'Jf;1Yl1f11jfl1vt'U~rl1 Software Uninstall 1~ 

m.©m :WAru«n~ru~ 1 'Llm'Jm1"1~Ubbi:l~U€J\ltl'\.J Ransomware 1~ , . . 

m.©cs:'. iJm1ll6'11lJ1'Jf;1 b 'U f11jU €J\ltl'\.J bblil~l'1€l'UG'l'\.JB\l~Bn CJAfl A1lJ'V11'l~1'U 1"1lb ue:i{'1°1vt-ru bfl~B\IABlJVl1 bl'1B{ 
' 

ert.U.:i1t.1 (Endpoint Protection and Response vt~e Endpoint Detection and Response) 

m.©ct 6'11lJ1jf;lfl'\.Jvt1 Audit Log vt~B Security log h-iCJG'11lJ1jf;lr)ivt'U~ Time range, Endpoint name 

vt~€J IP Address 11>) 

m.©b i'.Jj~'LJ'U'U~vt1'.?~~nm.:i'<il1fl~1'Wmn.:i (Centralized Management) b(ilCJlJA11llmmweicJ1.:itleiv "1.:i'if 

m.©b.(§) bUm~uu~il'nwvh.:i1'Ubb'U'U On-Cloud bblil~611lJ1jm.LJ1u~Vf1j~(ilfl1j':i~'U'U~1t.1 WEB UI 1Q\' 

m.©b.lv :WV!'U 1'<ilv'1°1vt1''1.J bbG'\(il\IJl1'\'lj1lJfl1j(i)'J'J'.ii~ 'Un CJA nA1lJV!~ B b Vf (i) fl1':itU 'V11\l\?l1'\.J b'llb 'UB{ ~ bn Vl:ff '\.J , , 
(Dashboard) 

m.©b.m 6'11lJ1':if;ltltJnj1tJ\11t.1nCJF)rlr11lJ'V11\l1'lm.rn{ (Security Report vt~ei Event Report) 

1'WTUbb'U'U'lJ€l\I PDF vt~€l'1.:i~1'U SMTP 1~bU'U€lcJ1.:i-U'etJ 
" 
m.©G'll ~'lJ1CJ!ii' B\lbG'l'\.JB~'lJ~'Vl~ (Licensing) ~mm'Jr;i 1·if \11'U 1vi'e:icJ1.:i~ fl~ €J\l(i)ll.JnDV1mm~1vt-r'UbA~B\IABlJVl1b(i)v{ 

'W'1titJn-h ©,ooo ~'lJ~'Vl~ (Licensing) . 

m.©~ iJbvnG'l1':ivttJ\l~'iJfl1~f'Ul.Jj~tl'U~'Url1'<il1flb~1~B\lt:.!~1'1nru.n Software 'J'1lJ~\l~'Vl~b'Ufl1':ieJ'l'lb~'Vl 
II .d ~ 1 Ill I :;'j 'i 11 II .J ll 

~1l.l'lJ€JlJ!il'lJB\l'J'~'\.J'\.J'VlbG'l'Umthmm l.J'UBtJm1 (§) u bVlCJ(i)'iJ\lbbt.1'1.Jrnn6'111lJ11'1eJ\lCJt.1'llmG'lt.1m1A1 
"' " 

~ 
I 
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