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1f 'iJ C9>.rn vt~'iJvl1oLJ 'iJ ~OG'l\lsf m U 'Uvtl!\I~ e:i bb~1 bb~· mru "il~tK 'iJ\l'fo'Lli~ tl'Uf111:J.J'll'1i ~'U fl'\"J~ 'iJ\l'IJ'iJ\l?l\l'lleJ\I 
. ' 

Yi6/f 'iJ'IJ1CJvlbn~~'U.fl1CJ1'UwCJ~nm1:J'!!e:iCJfl11 (9) tJ l!'Uf1~"il1fl1'Uvl ~\lvt1~ 1~f'U:J.Je:i'U~\l'IJ'iJ\l 1~CJcK'iJ\l~'U 
~~fl1i"lie:J:J.Jbb61l:l.Jbbm'IJ 1mollfl1i1(9)~~\I b~:l.Jfl1CJ1 'U Q10 1'U 'Ll'Uf1~"il1fl1'Uffi\9i'frnb4\lf111:1.J'll'1i~'U fl'\"j~'i)\I 

' 
, ~ I I 

Gl o .. oU'iJ'1..:11'U~'V15b'Ufl1~~'UoLJflb'1'UBbb!i'l~~'U 61 

(9)0. (9) b~'U Fi1~?t~Gf 1vtf'U m~sff 'iJl"l f \Id 1\9i'm"il1 m~'U\l'UUi~m ru'Lli~lil 1tJ '\"J. fl. l€ictb~ 
' 

fl1iG'l\l'U1:J.J 1 t.!61' ruru1"il ~ m~'Vl011<K ~· e:i blf 'iJ ~\I vt1~1vi' f 'U'iJ'U ~&; b~'Ufi 1~?1~ "il1 fl b~'U\l'UUi ~:1.J1rutJ i ~"il
0

1tJ 
QJ ~ 'I 'I 

"' 
'V'J.fl. l€ictb~ bb~1bvJ1ii''U 

(9)o.l€i bde:i~\lvt1~1\9i'ri' ~b~e:i fl~~'Uimm.1'iJ i1CJ1~ 1 '!Xb lJ'U~'IJ1 CJ bbG'l~ 1\9i' ~ flG'l\lsff 'iJ~\l'IJ'iJ\I 
'U 'U 

m:J.Jfl1i'Llwm~i11"11Bb~ fl'Vli'iJiJ flG'i bb~1 i;l1~ 'll1CJ"il~cK 'iJ\li\lvt~'iJtl1~\l'lleJ\l~\lfl~11 bi1m"il1fl~1\1Ui~ b 'Vlfl 
'U . 

bbG'l ~'IJ'iJ\ILTmi' e:i\ltl1 boLJ1:1.J11~CJ'Vl1\I b~'iJ 1'LlblK'W'Vl1\IVi'i!b~'iJ1 'Vl CJ b~'U'iJCJ1 bbG'l~?f1:J.J1i'11 '!X'U~fl1if 'U'll'U1~ m:J.Jvl 
'U 

f ~:J.J'U ~~11 mi fl i~'Vli1\lfl:J.J'U1\Pl:1.Jui~ mfln 1vt'U ~ ~~'Wi'iJ b?f'U 'i)zj\I b u'U~'IJ1 CJ"il~ cKe:i\lu n'LJ11~ 1:1.J flll vt:1.J1 CJ11 \9i'1 CJ 
o..s 'U 'U d..J d.J 

"' I q ct. .c:::il Q.I q 

fl1i?l\lb?li:l.Jfl1i'l"J1fl.l'l!CJ'U11 ~\l'U 

(C9>) bb~ \I fl1ii \IVI~ 'iJtl1~ \l'lle:J\ly( sf 'iJ'IJ1CJ l?i'\lflG'l
1

11b1f 1:1.J1"il1fl ~1 1\IUi~ b 'Vlfl ~e:i 
m:J.Jb41vi1 mCJ1'U rnJ 1'W l!'U~\lbb~1'Llvi~'ll1mr\I vt~e:isffe:i'lle:i\l"il1fl~1\l'Lli~b'Vlfl b1'Wbb~bU'U'IJe:i\lvlf~:J.J'W~~11mi 

'U "" "1" 'i .;i.,J1,, m~'Vl';i1\lf1:1.J'W1f1:1.J'Lli~fl1flCJrn1'LI vt'Uii'Vlfl b~m~'iJ'iJ'W ~ 
' 

(l€J) ~~fl1i1 'IX~ \l'IJ'iJ\lvi "if 'iJ'U1 CJl?i'\I flG'l
1

11'Uii'Vl fl 1~ (Jb~'i) 1 'VlCJ Vl~'iJb~'i)vi il~'Vl6 
. ' 

boU'Wb~CJ1rl'U b~'iJ 1 'Vl CJ "il1fl~1\IUWb 'VlflmcJ\IUi~b 'Vlf11 'VlCJ d'U bb~"il~ 1~f 'U'iJ'U ru1~"il1 flmm41vi1 1 '!X'Uii'Vl fl 
' v ' 

~\l'U'iJ\l,f 'U 1~m~eJ5'Wvl:iJ1oiib~e:i 1 'Vl CJ ~\l"il~l'i' e:i\11~f'Ue:i'Uru1~boii'WJ'Un'iJ'LI'Uii'Vlfl'll'iJ\IG'l\I b~e:i5'LI vt~'iJ b ll'W'lle:J\I~ 
' v ' 

f ~:1.J'U~~11 fl1ifli~'Vli1\lfl:l.J'U1 fl:!..Jth~fl1fl CJ fl b1'U 1~'Uii'Vlfl1~ tJ b~'iJ 5'U 
"" ' 

(rn) 1'LlmruVi'hitJ~'Li&lm:J.J (C9>) vt~'iJ (l€J) ~'IJ1CJ"il~l'i'e:i\lf'Ue:l~vi1:1.Jfl~vt:1.J1CJ 
I ii I ct. .:::.. .c:i 

11 m CJfl1i?f \I b?li:!..lfl1i'Vn ru'l!tJ'U11 

C9>0. rn ~fl'· 'UoLJ 'iJb?f 'U'iJ~ \l"il..,\IVl'f ~ 1~ fl~ b~ 'iJ flbb~ 1 1:iJ1 tJ vl1 if ty ty1VI~ 'iJoLJ 'iJ V1 flG'l\l~'iJ 
b U'Wvt'Ll\l~'iJ.fl1CJ 1 m1mvl n1vt'U~ ~\li~'U 111 'Lli'iJ b. ~\lvt1~"il~~'UVI~ flUW n'LI fl1i~ 'UoLJ m?t'Ue:i vt~m~CJfl ~e:i\I 

·' 
"il1fl~ 'iJ'iJflvt'Ll\l~'iJ~1tJwn'W fl1i~'WoLJ 'iJ b?l'W 'iJ~'WVi bbG'l~'iJ1"il~"il1iu.!1 b~CJfl~'iJ\11'IX'll~1 olim1:1.J b~CJVl'l CJ5'U (i;i'1:iJ) 

i1:1.Ji\l"il~~"il1iru11 ~b U'U~~\l\11'U m:J.Ji~b UCJ'Um~'Vli1\lfl1if1~\111\9i'1 CJfl1i~~sff e:i~~41\lbbG'l~ fl1i'U~V11i'W'?t~ 
'U ' 

ml"lf~ 
"" 



.· (9)0. Ci'. -:5'.:ivr1 ~?1.:i1'Ui1 vi~ vf "ii~ bbfl'1 'll b -ri iJ b&iiJ b~ e:iu 1 'll vr~ e:ioif e:i n 1vru~ 1mbuu«t1Jt1J1 

vt~e:ioff e:i \91 fl~.:isff e:i b U'Uvt'U'.:i~e:i 1 ~b uu 1 ll\911iJrn1m ~'U'lle:i.:ii.'11'Ll fl'l1'UeJ ti fl1)?1.:J?l ~ (~1iJ) 
'U ' 

(9)0.cr 1 'Wmruvf bBfl?l1)bb 'Uuv'\ 1me:ifl?l1)tJ)~mm1m~b~ flVJ)e:i'\J fl~d iJ fl11iJ-U~ 
VI~ B bbEJ 'l fl'U ~EJ','Uoif Bb?l'UB"il ~ ~ B'l tlfhY&l mm1°11L1 "iJQ~'lJB.:J-:5'.:ivt1 ~ r111L1"iltl'~~'l fl~1 111 '!Xii B bu 'UV{?!~ 

'U d.J ' 

bb~~~~'UoVB b?l'UB 1:iJiJi1vi5b~~ fl~B'l A1H~1~1~ 1 b ~iJ b~iJ 
(9)0. b -:5'.:ivt1~m"iltJ)~fl11"f ~fl b~flm)-:5'~~e:i1umrul'le:i 1 L.Jd1~ fa~vt ~~uoif m?l'Ue:i 

'U 

"il~b~~fl~B.:JA1b~~vr1~1~1 "il1fl~.:ivr1~1:W1~ 

((9)) ~-!!Vil~ 1:iJ1~-r'\Jfl1)~ ~?l)'H~'Uvf "ii~ 1 i1, 'Ufl1)-:5'~~BVl~Bvf1~-r'\J~~?l))bbl'11:iJ 
b ~~'l'WBvf "il~vl1fl1)-:5' ~sff e:iflf.:idl'le:i 1 tJ 

(~) ii fl1)m~v11vf b oif 16l m~mJ~ ~~ uoif m?lue:ivf 'll'U~ fl1 )-:5' ~~ e:ivr~ e:ivf1~-ru 
. 'U 

fl1 )fl ~b~ B fl ii ~~tJ)~ b~'llLJ ~1iJfl'U V!~ e:iii ?/1 'W1~b~ ~ fl'\J ~~ 'U-if Bb?l'Um1~ 5 'LI VI~ BoLJ ~'ll11.:Jfl1) bboLJ 'loLJ'U 

e:i ~1.:ib uuu))iJ vr~e:i?liJ ~e:iiJnunu ~~'U.LJ'm?1ue:i)1~~u vt~m~1vt!!1vf1 'Llfl1)b?1um1m vr~e:iG'le:i11m~v11 fl1) 
'U 

91l"il~\91~'U 1~ 1 'Wfl1)b?l'Um1m 

(i;n) fl1)Vl
0

1 fl1 )"iJ., ~ef Bflf .:iii' \91
1

B1L.Je:i1"il fl
1

B1 'IX b fl~ fl11iJ b~ ~ '\111 ~ bbfl°-:5'.:ivt-J ~ 
"" I 0 I 'l ~ 

'\ll)eJm~Vl'\J\91eJu)~ b~'ll'U?l151)ill~ 

(Ci'.) mru~'U1'Uvl1'UB'lb~~1fl'\J ((9)) (~) V!~B (rn) \911iJ.yifl1Vl'U~1'Llfl!Jm~Vl)1'l 
zj.:JBB fl\911iJfl11iJ 1 'W fl!)V!iJ1 ~l1~1 ~ fl1)~~sff e:i..;J~ ~1.:J bb~~fl1)'\J~V!1)~?1~.f11 fl-r~ 

' i.1.drl i.1 i.1 C:i1 I rf I QJ' Q.J .drl 11 

(9)0.1111 ~ ~'U'lJB b?l'U B"il ~\91 B'l b~ Bfl'llB'lVl1.:Jfl1)eJVl5)illbb~~'llB'lVl1.:Jfl1))'\JVl'U'l?IB bb"il'l 
'U ' 

\91 e:iu ~~ fl1)~"ii1)ru 1e:i Vl5)ru11 ~.:i bbl'l .ff 'U \91BU fl1) ~ uoif e:i b?l'UB bb~ ~vr1 fl~~ uoif e:i b?l'U e:iii fl11iJD)~?l.:i A" vi "ii~ 
' ' 'U 

BVl5)tU~~fl1)D)~fl1\3l~'ll'U~fl1)~~sffe:i..;J~~1'l "il~~B'l~'UBVl5)tUbb~d'uvr'Ll.:i~e:i bb~'l\91B'\Jfl1TW"iJ1)UJ1BVl5)tU 
'I 'U 'I 'I 
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'U d.J 'U 
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coi. A'J1iiblJ'Uii1 

I .i:::i .c:::I Q,,/ 

11~"1.J e:i'U b "l.l \91 "l.le:J ~~1'LI'Vl1e:i111:.1&1:::be:J1:.1\91Aru6'I n'Mru::: bQ'V'l1::: 
' 

(Terms of Reference : TOR) 

m-a~\9'\gge:i"tl\911'1.J.-abbn-aiitle:i~n'LI11-r6'1 
b ".i~'V'l!:.11'U16'1~1'1.J1~ 

mmb~'Lln1'~~\1l~e:i11;'1\11V(1hJ tJ1~-;J1tJ-:iu'lh~mru l!Jctb~ Vl:JJ1\1ll1;'1\1lfl8:JJ~1b\918{ 11cm11~ ITT!cs:'. 
' ' 

1~Jf-:i-:i'UU".i~:JJ1tub'Uf11".i~\11~8'll\1lhJ".ibbn".i:JJU8-:Jn'U11-r'i;'1 ':il
0

1'U1'U C9l,ITTOO 'll\111-:Jb~'U ~(9)0,000 'l.J1Yl 
' ' 

(bn1 bb'i;'l'UVl~-:JVld'U'l.J1Yl ~1'U) '\J \1\d b-:i·vH.nu 1'G'l1;1°1tJ1-:iiJ fl11:J..Ji 1b U'U':il~ ~8-:i~ \11~811;'1 \11~-:i n~11 b ~8 CJ m~~'l.J 
' ~~'l.J'l.J~n'\~1fl11:JJ~'Ufl-:JU'G'I 8 \11.fl l:.IY\1-:J 16ll b 'l.J8{'lm-:im.h CJ-:J1'U 1 VJ'i;'11dJ1".itl \91".i1 ':il~'l.J bb'G'I~ er 'U ~-:i.n 1:.1 fln A1:JJ".iU bb 'l.J'l.J 1 Vl~ 

' 'IJ 

~iJA11:JJi'l.Jsii'8'U b'li'U ~'G'I bb1{ b~CJ rn•h 1ci (Ransomware) Vl~8f11".i h:JJ&ibb 'l.J'l.J b':il1~':il-:JbU1VldJ1CJ zj,:i 1 U".ibbn".i:JJ 

U8-:Jn'Ll11~1;'1 bb LJ'l.Jvf 11tJ1~1;'11:JJ1".i1l1?1".i1':i!Yrn1~ 1\11 CJ".i~'l.J'l.J ~-:in~11':il ~'li1 CJ b~11~1-:i~ ~~ n".i".i:JJ~~\1\tJ n~ 
'lJE:J-:ibA~8-:JA8:JJ~1b1?18fa~'ll1CJ bb'G'l~'G'ln'll1CJ1?1'G'l8\11 l!Jcs:'. -&11m ~-r8:J..Jfl11:JJ'i;'11:JJ1".itl 1'Llm".i".i~~'l.Jb'Vll?1 11,m1~~Vl11'1'U\918 

. 'IJ ' 

'lJ8-:iuru'Vl11~8~1-:i11\111, ~1 u8-:in'U n11~11 Vl'G'l'lJ8~.iJ8:JJ'G'li.=11'U'l.J flfl'G'l'll8-:i~ u1 CJ bb·'G'l~-rn'\5'1fl11:JJ~8 b ~8-:J'lJ8-:i 
v 'U '\ 'U 

".i ~'l.J'l.J'i;'11".i'i;'l'Ub Yl l"1Y11-:i nT] bb YlYl CJL Vi'ilm1:JJtJ'G'I 8\11.fl CJ 

kl. 1\91mh:::6'1~~ 
' 

\, ~ 8~ \1\Vl1 bb'G'I~ ~ \11Jf-:i".i~'l.J'Uu8-:J n'U.fl CJ fl n fl 1:JJ Y\1-:J 16ll \, 'U 8{.ff'U1;'1-:J 'i;'1° 1'\ll-r'l.J bfl ~8-:J fl 8:JJ~1 b\9181'G'I n'll1 CJ 
' 'IJ 'IJ 

bb'G'l~bb~'ll1CJ 1Vi'1;'11:JJ1".it\\91".i1':il~'l.J lbfl".i1~~ bb'G'l~".i~~'l.Jb'Vl1?1f11".iruflnfl1:JJ~1~Yl".i1'l.Jzj8 (Unknown Threats) 
' ' 

Vl~m.Ymb1{b~1:.1nfi11ci (Ransomware) 1~\1\UeJl?11'U~~bb'U'l.J Real-time ~-r8:JJ~-:iil".i~'l.J'l.J'l.J~Vl1".i~~m".i':il1ni.=11'Unm-:i 
~'li11:.11Vi'b41Vl°LT1~mm".it\~".i1':il'i;'18'l.JVl1~'U\918'lJ8-:J.fi'CJflnA1:JJ (Root Cause Analysis) b~8CJn".i~~'l.Jm".i-rn'\5'1 
m1:JJ~'U fl-:JD'G'\8 \11.fl CJ'i;'11".i'i;'l'U b Yl P1 

\, 
.c:::I QJ "\.. Q,,/ d 0 Q Q,,/ ;r ii d 

m. ".i11:.16'1:::be:Jl:.l~f'lru6'1n'Mru:::bQ'V'l1:::"l.J:~~'V'l6'l~Yl'<\1:::~1b'U'Uf11".i'<\1~61lel bb6'\:::be.Jn6'11".ibb'U'U'Vl11:.lel'U 61 

Ql.(9) 6ll8°V'J~bb1{ Endpoint Protection mm".it\~\11Jf-:i1~'l.J'U".i~'l.J'l.JU5u&1m1 ~8hJd1~bU'U8~1-:i°LT8CJ 
ITT.®.® Microsoft Windows 7 /8/8.1/10/11 

ITT.®.l!J Microsoft Windows Server 2008/2008 SP2/2012/2016/2019 

Ql.(9).Ql MacOS 10/11/12 

ITT.®.cs:'. Ubuntu 12/13/14/16/18/20 

ml!J Red Hat (RHEL 5/6/7) 

ITT.ITT bb'i;'1\11-:JoU8~'G'I Hostname, IP Address, OS Version bb'G'l~'i;'lm'U~ Online/Offline bfl~8-:J Endpoint 1~ · 
ITT.cs'. 1;'11dJ1".i1l'Li8-:in'Ll (Protect) None-Restart server 1~ 

ITT.ct 'i;'11:JJ1".i1l1'Llm".iA'UVl11°V'J~~8-:J'i;'1-:J~!:.1~81':il':il~ll8~1'Ubfl~8-:Jfl8:JJ~1bl?18{ (Infected File Tracking 

Vl~8 Threat Hunting) 

ITT. b 1;'11:JJ1".itl~ \1lf11".i ti' CJ fl nf"\1:JJ\?11:JJ Event bb'G'l~.n CJ fl nm:JJ ~ 8 Endpoint 1~ CJf11".i Fix Vl~ 8 Cleanup 

bb'G'I~ Isolate 1~ 'i;'11:JJ1".itl 1'Llf11".imbn'U'li8-:i1 Vl'J (Vulnerability Scan), f11".iQ\1l'li8-:i 1 Vl1 (Endpoint Patching) 

bb'G'l~n1".iQ\1l'lim1Vl1bb'l.J'l.Jb'i;'l:tl8'U (Hot Patching) 

ITT.ITT! 1;'11:JJ1".it\vl1 Remote support 1tJc!-:ibfl~8-:J Endpoint 1~ 

k_; ;)11J,, W!")\<\a ~ 
'Ll1w111;'1m B'Ll~n 

'IJ 

., d' 

'U1CJb'Vl:JJ".i1'll 'i;'l'lJ~'U\5 
' ' 

•:::v::::i.. <:::i. ' 

'U1CJ1".iCJ~ b'lJV11YlCJ 

-Jn1'll1m1fl8:JJ~1wm+u~u~m1 
d' 0 = 

'LI 1 CJ bb ~'Vl CJ'll1'U1 fl! m ".i~ bl"l'\5-
Q.J 4 4 '0 

'Un1'll1f11".ifl8:JJ~1b\918".i'll1'U1fljf11".i 



. · .. 
·: m.~ G'l1:W1'H1lwmJn1Vl'Llmvt?l~1'LI1'LlnTwu11-ll.:iTw Remote Desktop Protocol b~e:iue:i.:in'Llmwu1fi.:i 
~bJi;m\ilm 

'\J 

r;n.ri i°iArui;lmoJ-ru~ 1 'Lln1J(?\J1"il?le:iul;rfoAe:i:W~1b(?leJ{ ~.:id 
' 

r;n.ri.C9l iiJUbb'U'U Traditional Anti-Virus Vl~eJ Signature-based Vl~eJ Gene Analysis, Al-based, 
'\J • 

Behavioral bbi;J~ Cloud based engine Vl~eJ Cloud Threat Intelligent 1~ 

r;n.ri.~ G'l1:!J1Jf;1~..'.lb1m1'UmJ(?)J1"iJG'leJU (Scheduled Scan), n1J(?)J1"ilG'leJ'UVJ'UVi (Real Time Scan) 

mdi.:i1V((?)J1"ilG'leJ'Ubb'U'U Manual Scan Vl~eJ On Demand Scan bll'U\il'U 

r;n.ri.r;n G'l1:!J1Jf;l(?)J1"il'G'le:J'U Malicious File 1~ 

r;n.ri.cs:'. iirirui;ln~ru~1'UmJm1"il~'U Web shell bbi;J~ fileless attack 1vi' 

r;n.(9)0 G'l1:!J1Jf;lfl1Vlmm1CJ'U1cJn1JH.:i1'U Internet 11?WJ~'U IP address Vl~eJ Domain Name Vl~eJ URL 
' 

~bJe:imu1(?)1V(boLJ'1W.:i1'LI1~ (Outbound Access ControVUnauthorized Outbound Access Detection) 
' v 

r;n.(9)(9) G'l1:!J1Jf;lfl1Vl'U~l°l11:!JbVl:!J1~G'l:W'lJeJ..'.l CPU Resource 1'Lln1J'vl1 Virus Scan 1~ 

r;n.(9)~ G'l1:!J1Jf;lvl1n1Jfl1Vl'U~A1 Software Uninstall 1~ 

r;n.(9)r;n i°iArui;ln~ru~ 1 'Lln1J(?)J1"il~'l.Jbbi;J~Ue:J..'.lfl'U Ransomware 1~ 
' 

bTl.<9lcs:'. iim1:w?l1mdi;i 1 'LI mdue:i.:in'LI bbi;'l~~e:iu?l'Ue:i.:i~e:in C1Anm:w'Vl1.:i~1'U 1'1H ue:i{~1V1-ru bA~e:i.:iAe:i:w~1 b(?leJ{ 
' 

0-ll.:i1'U (Endpoint Protection and Response Vl~eJ Endpoint Detection and Response) 

r;n.<9Jct G'l1:!J1Jf;lfl'UVl1 Audit Log Vl~e:J Security log 1~CJG'l1:!J1Jf;lfl1Vl'U~ Time range, Endpoint name 

Vl~B IP Address 1~ 

r;n.C9lb iiJ~'UU'U~Vl1J~~nm.:i"i11n~1'Llnm.:i (Centralized Management) 1~CJi°il"l11:WG'l1:i.J1Jf;leJ~1..:i-Ll'e:iCJ ~.:id 
r;n.<9Jb.<9l bllm~uu~iimJY11..:i1'Ubb'U'U On-Cloud bbi;J~?l1:1J1Jm.U1u~V11J~~mJJ~'U'U~1'U WEB UI 1\il 
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